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Preface

This manual contains the information that you will need to use the router user
interface for configuration and operation of the IBM Nways Multiprotocol Access
Services base code installed on your Nways device. With the help of this manual,
you should be able to perform the following processes and operations:

e Configure, monitor, and use the IBM Nways Multiprotocol Access Services base
code.

e Configure, monitor, and use the interfaces and Link Layer software supported
by your Nways device.

This manual contains the information you will need to configure bridging and routing
functions on an Nways device. The manual describes all of the features and
functions that are in the software. A specific Nways device might not support all of
the features and functions described. If a feature or function is device-specific, a
notice in the relevant chapter or section indicates that restriction.

This manual supports the IBM 2216 and refers to this product as either “the
routers” or “the device”. The examples in the manual represent the configuration of
an IBM 2216 but the actual output you see may vary. Use the examples as a
guideline to what you might see while configuring your device.

Who Should Read This Manual: This manual is intended for persons who install
and manage computer networks. Although experience with computer networking
hardware and software is helpful, you do not need programming experience to use
the protocol software.

To Get Additional Information: Changes may be made to the documentation
after the books are printed. If additional information is available or if changes are
required after the books have been printed, the changes will be in a file (named
README) on diskette 1 of the configuration program diskettes. You can view the
file with an ASCII text editor.

About the Software

© Copyright IBM Corp. 1997

IBM Nways Multiprotocol Access Services is the software that supports the IBM
2216 (licensed program number 5765-B87). This software has these components:

¢ The base code, which consists of:

— The code that provides the routing, bridging, data link switching, and SNMP
agent functions for the device.

— The router user interface, which allows you to configure, monitor, and use
the IBM Nways Multiprotocol Access Services base code installed on the
device. The router user interface is accessed locally through an ASCII
terminal or emulator attached to the service port, or remotely through a
Telnet session or modem-attached device.

The base code is installed at the factory on the 2216.

e The Configuration Program for IBM Nways Multiprotocol Access Services
(Configuration Program), a graphical user interface that allows you to configure

XXiii



the device from a stand-alone workstation. The Configuration Program
includes error checking and online help information.

The Configuration Program is not preloaded at the factory; it is shipped
separately from the device as part of the software order.

You can also FTP the Configuration Program for IBM Nways Multiprotocol
Access Services. See Configuration Program User’s Guide for Nways
Multiprotocol Access Services Version 1 Release 1, GC30-3830, for the server
address and directories.

Conventions Used in This Manual

XXV

The following conventions are used in this manual to show command syntax and
program responses:

1. The abbreviated form of a command is shown in the following example:

reload

In this example, you can enter either the whole command (reload) or its
abbreviation (rel).

2. Three periods following an option mean that you enter additional data (for

example, a variable) after the option. For example:
time host ...

In this example, you enter the IP address of the host in place of the periods, as
explained in the description of the command.

. In information displayed in response to a command, defaults for an option are

enclosed in brackets immediately following the option. For example:
Media (UTP/STP) [UTP]

In this example, the media defaults to UTP unless you specify STP.

4. Keyboard key combinations are indicated in text in the following ways:

Ctrl-P
[P |
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Common Tasks and the IBM 2216 Library

Planning and
Installation

Configuration

Diagnostics/
Maintenance

Operations
and Network
Administration

Planning Hardware Hardware
and Installation Configuration
Setup Guide Quick
Guide GA27-4106 Reference Card
GA27-4105 GX27-3988
Configuration Configuration
Program
User's
Guide Configuration
Program
READ.ME
GC30-3830 5 T
Maintenance
Guide
SY27-0350
Software Protocol Event
User's Configuration Logging
Guide and System
SC30-3886 Monitoring Messages
Reference Guide
SC30-3884 SC30-3682
SC30-3885
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Library Overview

The following list shows the books in the IBM 2216 library, arranged according to
tasks.

Information updates and corrections: To keep you informed of engineering
changes, clarifications, and fixes that were implemented after the books were
printed, refer to the IBM 2216 home pages at:

http://www.networking.ibm.com/216/216prod.htm]
and
http://www.networking.ibm.com/216/2161ib.html
Planning
GA27-4105 IBM 2216 Multiaccess Connector Planning and Setup Guide
This book is shipped with the IBM 2216. It explains how to prepare
for installation and perform an initial configuration.
Installation

GA27-4106 IBM 2216 Nways Multiaccess Connector Hardware Installation
Guide

This booklet is shipped with the IBM 2216. It explains how to install
the IBM 2216 and verify its installation.

GX27-3988 2216 Nways Multiaccess Connector Hardware Configuration Quick
Reference

This reference card is used for entering and saving hardware
configuration information used to determine the correct state of an
IBM 2216.

Diagnostics and Maintenance

SY27-0350 2216 Nways Multiaccess Connector Maintenance Guide.
This book is shipped with the IBM 2216 It provides instructions for
diagnosing problems with and repairing the IBM 2216.

Operations and Network Management

The following list shows the books that support the Nways Multiprotocol Access

Services program.

SC30-3886 Nways Multiprotocol Access Services Software User’s Guide
This book explains how to:

¢ Configure, monitor, and use the Nways Multiprotocol Access
Services software.

¢ Use the Nways Multiprotocol Access Services command-line
router user interface to configure and monitor the network
interfaces and link-layer protocols shipped with the IBM 2216.

SC30-3884 Nways Multiprotocol Access Services Protocol Configuration and
Monitoring Reference, Volume 1
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SC30-3885

SC30-3682

Configuration
GC30-3830

Safety
SD21-0030

Marketing

Nways Multiprotocol Access Services Protocol Configuration and
Monitoring Reference, Volume 2

These books describe how to access and use the Nways
Multiprotocol Access Services command-line user interface to
configure and monitor the routing protocol software shipped with the
product.

They include information about each of the protocols that the
devices support.

Nways Event Logging System Messages Guide

This book contains a listing of the error codes that can occur, along
with descriptions and recommended actions to correct the errors.

Configuration Program User’s Guide

This book discusses how to use the Nways Multiprotocol Access
Services Configuration Program.

Caution: Safety Information—Read This First

This book, shipped with the IBM 2216, provides translations of
caution and danger notices applicable to the installation and
maintenance of a IBM 2216.

URL: http://www.networking.ibm.com/216/216prod.html

This IBM Web page provides product information through the World
Wide Web.
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Getting Started

Chapter 1. Getting Started (Introduction to the User Interface)

This chapter shows you how to get started with using the following components
related to the IBM 2216 Model 400 Switch (2216) and the IBM Nways Multiprotocol
Access Services:

Router console terminals

Router software (IBM Nways Multiprotocol Access Services)
Router software user interface

Protocol software - configuring and monitoring

Network interfaces - configuring and monitoring

The information in this chapter is divided into the following sections:

“Before You Begin”

“Using Local and Remote Router Consoles”

“Discussing the User Interface System” on page 1-7

“Accessing Protocol Configuration and Console Processes” on page 1-10
“Accessing Feature Configuration and Console Processes” on page 1-14
“Accessing Network Interface Configuration and Console Processes” on
page 1-15

“System Security” on page 1-20

Before You Begin

Before you start, refer to the following checklist to verify that your router is installed
correctly.

HAVE YOU...

Installed all necessary hardware?

e Connected the console terminal (video terminal) to the router?

Attention:  If you are using a service port-attached terminal to configure or
monitor your IBM 2216 and your service terminal is unreadable, you need to
change some parameters in your configuration.

e Connected your router to the network using the proper network interfaces and

cables?

e Run all necessary hardware diagnostics?

For more information on any of these procedures, refer to the IBM 2216 Nways
Multiaccess Connector Hardware Installation Guide.

Using Local and Remote Router Consoles

The router console lets you use the router user interface to monitor and change the
function of the router’'s networking software (IBM Nways Multiprotocol Access
Services). The router supports local and remote consoles.
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Local Consoles

Local consoles are either directly connected by an EIA 232 (RS-232) cable, or
connected via modems to the router. You may need to use a local console during
the initial software installation. After the initial setup connection, you can connect
via Telnet, as long as IP forwarding has been enabled. (Refer to Protocol
Configuration and Monitoring Reference for more information on enabling IP
forwarding.)

When the configured router is started for the first time, a boot message appears on
the screen, followed by the OPerator's CONsole or OPCON prompt (*). The *
prompt indicates that the router is ready to accept OPCON commands. You will
need to use an ASCII terminal attached to the 2216 service port to initially
configure it.

Attention:  Garbage, random characters, reverse question marks, or the inability to
connect your terminal to the IBM 2216 service port can have many causes. The
following list contains some of those causes:

e The most common cause of garbage or random characters on the service
console is that the baud rate is not synchronized with the 2216.

If the 2216 is set to a specific baud rate, the terminal or terminal emulator must
be set to the same baud rate.

If the 2216 is set to autobaud (this is the default), press the terminal break key
sequence and press Enter.

A typical break key sequence for PC terminal emulators is Alt-b (refer to the
terminal emulator documentation). Most ASCII terminals have a Break key
(often used in conjunction with the Ctrl key).

¢ Defective terminal or device (A/C) grounds.

e Defective, incorrectly shielded, or incorrectly grounded EIA 232 (RS-232) cable
between the terminal and the IBM 2216.

Defective terminal or terminal emulator.

Defective IBM 2216 system board.
e High ambient electromagnetic interference (EMI) levels.
e Power line disturbances.

Once the 2216 is initially configured, you will not need a local console for router
operation, as long as IP forwarding is enabled.

The router software automatically handles console activity. When upgrading the
software, you might have to use the local console. For information on attaching
and configuring local consoles, refer to the IBM 2216 Nways Multiaccess Connector
Hardware Installation Guide.

Remote Consoles

Remote consoles attach to the router using a standard remote terminal protocol.
Remote consoles provide the same function as local consoles, except that a local
console must be used for initial configuration. You can use no more than two
remote consoles at the same time on a router. You can connect remote consoles
to the router via a Telnet connection (see “Telnet Connections”). You have the
option to disable this feature.
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Telnet Connections

The router supports both Telnet Client and Server. The remote console on the
router acts as a Telnet server. The router acts as a Telnet client when connecting
from the router to either another router or a host using the telnet command in the
OPCON (*) process.

Remote Login Names and Passwords

During a remote login, the router prompts you for a login name and password. You
can display the login name when logged in to the router from a remote console by
using a router status command.

Use the set password command to supply a password for the router. The
password, user-configurable for each router, controls access to the router. You
may also configure a password for users of a local console.

Note: If you do not enter a login name and valid password within one minute of
the initial prompt, or if you enter an incorrect password three times in succession,
the router drops the Telnet connection.

Multiple users with login permissions may also be added using the add user
command. See Chapter 3, “The CONFIG Process and Commands” for more
details on the set password and add user commands.

Logging In Remotely or Locally

Logging in to a local console is the same as logging in to a remote console except
that you must connect to the router by starting Telnet on your host system. To log
in remotely, begin at step 1. To log in locally, begin at step 3.

To log in from a remote console:
1. Connect to the router by starting Telnet on your host system.
Your host system is the system to which remote terminals are connected.
2. Supply the router's name or Internet Protocol (IP) address.

To use router names, your network must have a name server. Issue either the
router name or the IP address as shown in the following example:

% telnet brandenburg

or
% telnet 128.185.132.43
The router supports both Telnet Client and Server. The remote console on the
router acts as a Telnet server. The router acts as a Telnet client when

connecting from the router to either another router or a host using the telnet
command.

At this point, there is no difference whether you have logged in remotely or
locally.
3. If you are prompted, enter your login name and password.

login:
Password:

It is possible that there is a login and no password. The password controls
access to the router. If a password has not been set, press the Enter key at
the Password: prompt. Logins are not set automatically. For security, you can
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set up user names and passwords using the add user command in the
CONFIG process. For additional information, see the add user configuration
command on page 3-8. Remember to reload or restart to activate their use.

Note: If you do not enter a login name and valid password within one minute
of the initial prompt, or if you enter an incorrect password three times in
succession, the router drops the Telnet connection.

. Press the Enter key to display the main prompt asterisk (*).

You may have to press the Enter key more than once or press P %)
obtain the * prompt.

Once at this level, you can begin to enter commands from the keyboard. Press
the backspace key to delete the last character typed in on the command line.
Press the Delete key or [0 to delete the whole command line entry so
that you can re-enter a command.

Once at the main router prompt, you can begin entering commands from the
keyboard. (See “Discussing the User Interface System” on page 1-7 for more
information on using the router user interface.) To exit the router, return to the
main router prompt (*) and close the Telnet connection by typing logout . For
example:

IP Config> exit

Config> [P

* logout
%

You can also use local Telnet commands on your Telnet client to close the
Telnet connection.

Executing a Command
When typing a command, remember the following:

e Type only enough sequential letters of the command to make it unigue among

available commands. For example, to execute the reload command you must
enter rel as a minimum.

Commands are not case-sensitive.

Sometimes, only the first letter of the command (and subsequent options) is
required to execute the command. For example, typing s at the * prompt
followed by pressing the Enter key causes the status command be executed.

Note: If you use a VT100 terminal, do not press the Backspace key, because
it inserts invisible characters. Use the Delete key.

Connecting to a Process

When you start the router, the console displays a boot message. The OPCON
prompt (*) then appears on the screen indicating that you are in the OPCON
process and you can begin entering OPCON commands. This is the command
prompt from which you communicate with different processes.

To connect your console to a process:

1. Find out the process ID (PID) number of a process by entering the status

command at the * prompt.
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The status command displays information about the router processes, such as
the process IDs (PIDs), process names and status of the process. Issuing the
status command is shown in the following example:

* status

Pid Name Status TTY Comments

1 COpCon RDY TTY0

2 Monitr DET --

3 Tasker RDY --

4 MOSDDT DET --

5 CGWCon DET --

6 Config DET --

7 ROpCon IDL TTY1 128.185.210.125
8 ROpCon IDL TTY2

2. Use the talk pid command, where pid is the number of the process to which
you want to connect. (For more information about these and other OPCON
commands, refer to Chapter 2, “The OPCON Process and Commands.”)

Note: All the processes listed do not have a user interface (for example, the
talk 3 process). The talk 4 command is for use by the software specialist.

Identifying Prompts

Each process uses a different prompt. You can tell which process your console is
connected to by looking at the prompt. (If the prompt does not appear when you
enter the talk pid command, press the Return key a few times.)

The following list shows the prompts for the three main processes:

Process Prompt
OPCON =
GWCON +
CONFIG Config>

At the prompt level, you can begin to enter commands from the keyboard. Use the
Backspace key to delete the last character typed in on the command line. Use

[0 to delete the whole command line entry so that you can re-enter a
command.

Getting Help

At any of the prompts just described, you can obtain help in the form of a listing of
the commands available at that prompt level. This is done by typing ? (the help
command), and then pressing the Return key. Use ? to list the commands that are
available from the current prompt level. You can usually enter a ? after a specific
command name to list its options. For example, the following appears if you enter
? at the * prompt:

*?

BREAKPOINT

DIVERT output from process
FLUSH output from process
HALT output from process
INTERCEPT character is
LOGOUT

MEMORY statistics

RELOAD

STATUS of process(es)
TALK to process

TELNET to IP-Address
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Getting Back to OPCON

To get back to the OPCON prompt (*), press . You must always return
to OPCON before you can communicate with another process. For example, if you
are connected to the GWCON process and you want to connect to the CONFIG
process, you must press I to return to OPCON first. The I key
combination is called the intercept character.

When using third-level processes, such as IP Config or IP shown in Figure 1-1, use
the exit command to return to the second level.

Use the intercept character (the default intercept character is ) from a
third-level process to return to the * prompt. The next time you use the talk
command, you will re-enter the third level process. This link goes away when the
router is reinitialized.

First > (OPCON |«
Level *
| | & | |

Talk 5 Talk 6
Second GWCON ctrl-p CONFIG
Level process ' process

A A
Prot 0 Prot 0
ctrl-p ctrl-p

Third
Level IP> |Exit Exit|IP Config>

Figure 1-1. Talk and the Intercept Commands

Figure 2-2 on page 2-3 shows the commands in the OPCON structure.

Exiting the Router
Return to the * prompt and close the Telnet connection. For example:

IP Config> exit

Config> P
* logout

You can also use local Telnet commands on your Telnet client to close the Telnet
connection.
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Discussing the User Interface System

The user interface to the router software consists of the main menu (process) and
several subsidiary menus (processes). The processes you use most often are
OPCON, GWCON, CONFIG, and CONFIG-ONLY. These processes allow you to
control and monitor the operations of the router.

There are three levels of processes: first, second, and third as you move down the
software tree.

Figure 1-2 shows the processes and how they fit within the structure of the router
software.

Router Software Processes

Tasker OPCON

If Error
Condition

If Error
Condition

Standalone
CONFIG CONFIG MOSDBG GWCON MONITR

(Config Only)

= v

Quick ELS
Config Messages

Figure 1-2. IBM Nways Multiprotocol Access Services

The router software (IBM Nways Multiprotocol Access Services) is a multi-tasking
system that schedules use of the CPU among various processes and hardware
devices. The router software:

e Provides timing and memory management, and supports both local and remote
operator consoles from which you can view and modify the router’s operational
parameters.

» Consists of functional modules that include various user interface processes, all
network interface drivers, and all protocol forwarders purchased with the router.

Table 1-1 on page 1-8 summarizes the IBM Nways Multiprotocol Access Services
processes and functions on the 2216.
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Table 1-1. Router Software Processes

Process

Definition

Prompt

OPCON

Operates as the main operator control program. It
provides service for one directly connected console
terminal.

Asterisk (*)

ROPCON

Provides OPCON service for two remotely
connected console terminals (not shown).
Functionally, OPCON and ROPCON are the same.

Asterisk (*)

GWCON (or
CGWCON)
(Second Level)

Displays the status and statistics of the router’s
hardware and software, such as protocols, network
interfaces, and event logging.

It is on the second level of the router user interface.
It provides access to the third-level process, which
allow you to monitor configured protocols and
features.

Plus sign (+)

CONFIG
(Second Level)

Provides online control of various configuration
parameters, such as network addresses and event
logging.

It is on the second level of the router user interface.
It provides access to third-level processes, which

allow you to configure various protocols and
features.

Quick Config menus are also available under this
process.

Config>

MONITR

Receives Event Logging System (ELS) messages
and messages from the operating system, and
displays then on the monitor, according to
user-selected filtering criteria. It is on the second
level of the router user interface.

None

TASKER

Runs the router's main networking software and
performs the router’s internetwork data transfer
operations.

This process is part of the operating system and
has no user interface.

None

MOSDDT

Serves as the Micro Operating System (MOS)
runtime debugging tool (Dynamic Debugging Tool).

Dollar sign ($)

QUICK CONFIG

Provides a simple, less-detailed way of configuring
devices, bridging and routing protocols, and booting
records.

None

CONFIG-ONLY
(Standalone
Config)

Provides the same function as the CONFIG
process with the addition of the reload command.

Definition of the First-Level User Interface

The first level of the user interface includes CONFIG-ONLY and OPCON. The
CONFIG-ONLY process (which includes (Quick Configuration) allows you to
configure the router. The OPCON process allows you to set up communication
between users and the other router processes. If you are using a remote console,
the name of the process handling your console is ROPCON instead of OPCON, but
the operation is identical.
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CONFIG-ONLY Process
Configuration Only, or CONFIG-ONLY, allows you to take the router off line and
reconfigure its operating parameters.

The commands available are the same as CONFIG at the Config> prompt;
however, no other processes are running while the router is in CONFIG-ONLY
mode.

The CONFIG-ONLY mode uses commands identical to the CONFIG process, with
the addition of the reload command.

CONFIG-ONLY mode is provided only for getting a subset of configuration
commands when a configuration problem causes the router to crash with a panic,
check, fatal, or bughit, particularly those relating to failures of memory allocations.
CONFIG-ONLY mode should be used only to adjust parameters affecting memory
allocations such as routing table sizes, packet sizes, and receive buffer allocations.
It should not be used for general router configuration. In CONFIG-ONLY mode,
many of the device-related commands are disabled and some may cause a crash.

There are two ways to enter CONFIG-ONLY mode:

Operational Failure:  The router encounters a problem during initialization and
automatically comes up in CONFIG-ONLY mode. Any of the following situations
will cause the router to enter into CONFIG-ONLY mode:

e An unsupported device is in the software load
e One or more of the following configuration errors have occurred during startup:

— A configuration file on the hard drive is corrupted.
— All router interface information has been deleted.
— Incorrect interface configuration information has been entered.

Deliberate entry into CONFIG-ONLY mode:  To access CONFIG-ONLY mode
deliberately, select a configuration bank that has a file that does not contain a
configuration. Files that do not contain configurations are indicated by NONE in the
output of the list configuration command. See “CONFIG-Only Mode” on page 3-2
for additional details about entering CONFIG-ONLY mode.

Quick Configuration Process

Quick Configuration, or Quick Config, allows you to quickly configure portions of the
router without dealing with the specific operating system commands. When you
initially load, start, or restart the router with no configuration, you enter Config-Only
and you can access Quick Config menus from that process. |If the router has
devices configured and the devices do not have any protocols configured, the
router automatically starts Config-Only and then enters Quick Config.

You can also enter Quick Config from the CONFIG process using the gconfig
command.
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OPCON

The OPCON process handles the communication between users and the other
router processes. If you are using a remote console, the name of the process
handling your console is ROPCON instead of OPCON, but the operation is
identical.

Refer to Chapter 2, “The OPCON Process and Commands” for complete details.

Accessing Protocol Configuration and Console Processes

To help you access the configuration and console processes, this section outlines
both of these procedures.

All protocols described in the Protocol Configuration and Monitoring Reference
have commands that are executed in one of the following ways:

e Accessing the protocol configuration process to initially configure and enable
the protocol, as well as perform later configuration changes.

e Accessing the protocol console process to monitor information about each
protocol or make temporary configuration changes.

The procedure for accessing these processes is basically the same for all
protocols. The next sections describe these procedures.

Accessing the Protocol Configuration Process (CONFIG)

Each protocol configuration process is accessed through the router's CONFIG
process. CONFIG is the second-level process of the router user interface that lets
you communicate with third-level processes. Protocol processes are examples of
third-level processes.

The CONFIG command interface is made up of levels that are called modes.
Protocol configuration command interfaces are modes of the CONFIG interface.
Each protocol configuration interface has its own prompt. For example, the prompt
for the TCP/IP protocol command interface is IP config>.

To access the protocol configuration processes:

1. Enter the CONFIG command process from OPCON and obtain the CONFIG
prompt (Config>)

2. Enter the desired protocol configuration process (with its own prompt) from the
CONFIG prompt using the protocol command.

The next sections describe these procedures in more detail.

Entering the CONFIG Process
To enter the CONFIG command process from OPCON and obtain the CONFIG
prompt:

1. At the OPCON prompt, enter the status command to find the PID for CONFIG.
(See page 1-5 for sample output of the status command.)

2. Enter the OPCON talk command and the PID for CONFIG. The PID for
CONFIG is 6.
* talk 6
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The console displays the CONFIG prompt (Config>). If the prompt does not
appear, press the Return key again.

Quick Configuration Process  Quick Configuration, or Quick Config, allows you to
quickly configure portions of the router without dealing with the specific operating
system commands. You enter the Quick Config menus from the CONFIG process
using the gconfig command.

Entering the Desired Protocol Configuration Process
To enter the desired protocol configuration process from the CONFIG prompt:

1. At the CONFIG prompt, enter the list configuration command to see the
numbers and names of the protocols purchased in your copy of the software.
See 3-24 for sample output of the list configuration command.

2. From the Config> prompt, enter the protocol command with the number or
short name (for example, IP, IPX, and ARP) of the protocol you want to
configure. The protocol number and short name is obtained from the list
configuration command display. In the following example, the command has
been entered for accessing the IP protocol configuration process:

Config> protocol IP

or
Config> protocol 0

The protocol configuration prompt then displays on the console. The following
example shows the IP protocol configuration prompt:

IP config>

You can now begin entering the protocol’s configuration commands. See the
corresponding protocol section of the Protocol Configuration and Monitoring
Reference for more information on specific protocol configuration commands.

In summary, the protocol command lets you enter the configuration process for the
protocol software installed in your router. The protocol command enters a
protocol’'s command process. After entering the protocol command, the prompt of
the specified protocol appears. From the prompt, you can enter commands specific
to that protocol.

Exiting the Protocol Configuration Process
To exit the protocol configuration process:

1. Return to the CONFIG process by entering the protocol exit command. For
example:

IP config> exit

2. Return to the OPCON process by entering the OPCON intercept character

(53 ). For example:
Config> P
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Reloading the Router
Changes that you make to the protocol parameters through CONFIG do not take
effect until you reload the router software.

Note: The changes you make through CONFIG are retained in a configuration
database in nonvolatile memory. They are retained during power downs and are
recalled when you restart the router.

To reload the router, enter the OPCON reload command. For example:

* reload

Are you sure you want to reload the gateway? (Yes or No): yes

Accessing the Protocol Console (Monitoring) Process, GWCON

1-12

To view information about the protocols or to change parameters at the console,
you must access and use the protocol console process. Protocol console
command interfaces are modes of the GWCON interface. Within the GWCON
mode, each protocol console interface has its own prompt. For example, the
prompt for the TCP/IP protocol is IP>.

To access the protocol console processes:

1. Enter the GWCON command process from OPCON and obtain the GWCON
prompt.

2. Enter the desired protocol console process from the GWCON (+) prompt using
the protocol command.

For more information on using the protocol command, see “Protocol” on
page 6-12.

The next sections describe these procedures in more detail.

Entering the GWCON Command Process
To enter the GWCON process from OPCON and obtain the GWCON prompt:

1. At the OPCON (*) prompt, enter the status command to find the PID for
GWCON. (See page 1-5 for sample output of the status command.)

2. At the OPCON prompt, enter the OPCON talk command and the PID for
GWCON. For example:

* talk 5

The GWCON prompt (+) then displays on the console. If the prompt does not
appear, press Return again.

Entering a Protocol Console Process
To enter a protocol console process from the GWCON prompt:

1. At the GWCON prompt, enter the configuration command to see the protocols
and networks configured for the router. For example: +configuration
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5765-B87 Feature 2802 V1 R1.0 PTF O RPQ 0

Num Name Protocol

o IP DOD-IP

3  ARP  Address Resolution

4 DN DNA Phase IV

6 VIN Banyan Vines

7 IPX NetWare IPX

10 BGP  Border Gateway Protocol
11 SNMP Simple Network Management Protocol
12 OSPF Open SPF-Based Routing Protocol

22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge

26 DLS Data Link Switching
27 XTP  X.25 Transport Protocol

28 APPN Advanced Peer-to-Peer Networking [HPR]
30 APPN Advanced Peer-to-Peer Networking [ISR]

Num Name Feature
2 MCF MAC Filtering

16 Networks:
Net Interface
TKR/0O
TKR/1
TKR/2
TKR/3
Eth/0
Eth/1
Eth/2
Eth/3
Eth/4
Eth/5

10 FR/0

11 X25/0

12 PPP/0O

13 PPP/1

14 PPP/2

15 PPP/3

OWOoONOTOTPEWN - O

MAC/Data-Link
Token-Ring/802.5
Token-Ring/802.5
Token-Ring/802.5
Token-Ring/802.5
Ethernet/IEEE 802.3
Ethernet/IEEE 802.3
Ethernet/IEEE 802.3
Ethernet/IEEE 802.3
Ethernet/IEEE 802.3
Ethernet/IEEE 802.3
Frame Relay

X.25

Point to Point
Point to Point
Point to Point
Point to Point

Hardware
Token-Ring
Token-Ring
Token-Ring
Token-Ring
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
V.35/V.36
V.35/V.36
V.35/V.36
V.35/V.36
V.35/V.36
V.35/V.36
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2. Enter the GWCON protocol command with the protocol number or short name
of the desired protocol displayed in the configuration information.

In the following example, the command has been entered for accessing the IP
protocol console process.

+ protocol 0

or

+ protocol IP

The protocol console prompt then displays on the console. This example

shows the IP protocol console prompt:

P>

You can now begin entering the protocol's commands. See the corresponding

protocol section of the Protocol Configuration and Monitoring Reference for more

information on specific protocol console commands.
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Exiting the Protocol Console Process
To exit the protocol console process and return to the OPCON process:

1. Return to the GWCON process by entering the protocol exit command. For
example:

IP> exit

2. Return to the OPCON process by entering the OPCON intercept character

(3 ). For example:
* [P |

Protocol Names and Numbers
Table 1-2 lists the numbers that you enter with the protocol command to access a
specific protocol configuration or console process.

Table 1-2. Protocol Numbers and Names

Protocol Protocol Accesses

Number Short Name the following protocol process

0 IP IP (Internet Protocol)

3 ARP ARP (Address Resolution Protocol)

4 DN DNA Phase IV

6 VIN Banyan VINES

7 IPX IPX (Novell NetWare Internetwork Packet Exchange)
8 osl ISO CLNP/ESIS/ISIS

9 DVM Distance Vector Multicast Routing Protocol
10 BGP BGP (Border Gateway Protocol)

11 SNMP SNMP (Simple Network Management Protocol)
12 OSPF OSPF (Open Shortest Path First)

20 SDLC SDLC Relay

22 AP2 AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Bridge
24 HST TCP/IP Host Services

25 LNM LAN Network Manager

26 DLS Data Link Switching

27 XTP X.25 Transport Protocol

28 APPN HPR APPN High Performance Routing

30 APPN ISR APPN Intermediate Session Routing

Accessing Feature Configuration and Console Processes

To help you access the IBM Nways Multiprotocol Access Services feature
configuration and console processes, this section outlines both of these procedures.

All IBM Nways Multiprotocol Access Services features described in this guide have
commands that are executed in one of the following ways:
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e Accessing the configuration process to initially configure and enable the feature
as well as perform later configuration changes.

e Accessing the console process to monitor information about each feature or
make temporary configuration changes.

The procedure for accessing these processes is basically the same for all features.
The next sections describe these procedures.

Accessing the Feature Processes

Use the feature command from the CONFIG process to access configuration
commands for specific IBM Nways Multiprotocol Access Services features outside
of the protocol and network interface configuration processes.

Use the feature command from the GWCON process to access console commands
for specific features that are outside of the protocol and network interface console
processes.

Enter a question mark after the feature command to display a listing of the features
available for your software release. For example:

Config> feature ?
WRS
BRS
MCF
Feature name or number [1] ?
To access a particular feature’s configuration or console prompt, enter the feature

command at the Config> or + (GWCON) prompt, respectively, followed by the
feature number or short name. For example:

Config> feature mcf
MAC filtering user configuration

Filter Config>
Table 3-4 on page 3-23 lists the available feature numbers and names.

Once you access the configuration or console prompt for a feature, you can begin
entering specific commands for the feature. To return to the previous prompt level,
enter the exit command at the feature’s prompt.

Accessing Network Interface Configuration and Console Processes

This section describes how to get started with accessing the network interface
configuration and console processes. Accessing these processes lets you change
and monitor software-configurable parameters for network interfaces used in your
router.

Although this manual concerns itself primarily with configuration tasks, there might
be some point during configuration when you want to display some interface
statistics and information. To help you access both the configuration and console
processes, this manual outlines both procedures. The information presented in the
next sections includes:

» Accessing the Network Interface Configuration Process
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* Accessing the Network Interface Console Process

Accessing the Network Interface Configuration Process

1-16

Use the following procedure to access the router’s configuration process. This
process gives you access to a specific interface’s configuration process.

1. At the OPCON prompt (*), enter the status command to find the PID for

CONFIG. (See page 1-5 for sample output of the status command.)

. At the OPCON prompt, enter the OPCON talk command and the PID for

CONFIG. (For more detail on this command, refer to Chapter 2, “The OPCON
Process and Commands.”) For example:

* talk 6

After you enter the talk 6 command, the CONFIG prompt (Config>) displays on
the console. If the prompt does not appear when you first enter CONFIG,
press Return again.

Use the add device command to create a network interface. The add device
command automatically assigns the interface number and supports the
following types of devices:

a. Multi-port adapters

When you specify a multi-port adapter device nhame with the add device
command, you are prompted for the adapter’s slot number and the port
number on the adapter that you want to use for the interface.

If you want to use multiple ports on an adapter, you must enter the add
device command multiple times and specify a different port number each
time.

For example, you would enter the following commands to create interfaces
for ports 0 and 1 on the 8-port X.21 adapter in slot 7.

Config> add device x21

Device Slot #(1-8) [1]? 7

Device Port #(0-7) [0]? @

Defaulting Data-link protocol to PPP

Adding X.21 PPP device in slot 7 port 0 as interface #6

Use "set data-1ink" command to change the data-link protocol
Use "net 6" to configure X.21 PPP parameters

Config> add device x21

Device Slot #(1-8) [1]? 7

Device Port #(0-7) [0]? 1

Defaulting Data-Link protocol to PPP

Adding X.21 PPP device in slot 7 port 1 as interface #7

Use "set data-1ink" command to change the data-Tink protocol
Use "net 7" to configure X.21 PPP parameters

Note: The serial adapter port numbers are 0-based. The port numbers for
all other multi-port adapters are 1-based.

b. Single-port adapters

When you specify a single-port adapter device name with the add device
command, you are prompted for the adapter’s slot number.

The following example adds an interface for the 1-port ISDN-PRI T1/J1
adapter in slot 2.
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Config> add device tl-isdn

Device Slot #(1-8) [1]? 2

Adding ISDN Primary T1/J1 device in slot 2 port 1 as interface #7
Use "net 7" to configure ISDN Primary T1/J1 parameters

c. Dial circuits

Note:

The following example adds a dial circuit interface:

Enter add device ? to get a list of the supported device types.

Config> add device dial-circuit

Adding device as interface 8

Defaulting Data-link protocol to PPP

Use "set data-1link" command to change the data-link protocol
Use "net 8" command to configure circuit parameters

When you create interfaces for serial adapters or dial circuits, the
default data-link type is PPP. However, you can use the set data-link

Getting Started

command to change the data-link type. Refer to Table 1-3 on page 1-18 for
the data-link types supported on serial adapters and dial circuits, and to the

description of the set data-link command on page 3-29.

IBM 2216 Device Support Restrictions:

3. At the Config > prompt, enter the list devices command to display the
network interface numbers for which the router is currently configured, as

The following rules apply when adding devices to the IBM 2216:
e As many as two ATM interfaces may be defined.

e As many as four ISDN-PRI interfaces may be defined.

e Adding a LAN device in slot 3, 4, 7, or 8 will disable the other slot in
the pair. For example, if you add a LAN device to slot 4, slot 3 will
be disabled. Likewise, if you add the device to slot 3, slot 4 will be
disabled. The same rules apply for adding a LAN device in slots 7
and 8.

¢ All interfaces on a V.35/V.36 adapter must use either V.35 cables or
V.36 cables. The type of fanout cable attached to the V.35/V.36

adapter determines which type of cables (V.35 or V.36) can be

used.

follows:

Config> Tist devices

Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc

4. Record the interface numbers.

0

1
2
3
4
5
6
7
8
9

Token Ring
Token Ring
Token Ring
Token Ring
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

10 V.35/V.36
11 v.35/V.36
12 v.35/V.36
13 V.35/V.36
14 V.35/V.36
15 V.35/V.36

Frame Relay
X.25
PPP
PPP
PPP
PPP
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Slot:
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Port:
Port:
Port:
Port:
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Port:
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Port:
Port:
Port:
Port:
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5. Enter the CONFIG network command and the number of the interface you
want to configure. For example:
Config> network 1

The appropriate configuration prompt (such as TKR Config> for token-ring), now
displays on the console.

Note: Not all network interfaces are user-configurable. For interfaces that cannot
be configured, you receive the message:

That network is not configurable

Displaying the Interface Configuration

From the same interface configuration prompts, you can list configuration
information specific to that selected interface by using the list command. For
example:

TKR Config> Tist
Token-Ring configuration:

PACKET SIZE (INFO FIELD): 4472

Speed: 16 Mb/sec
Media: Shielded
RIF Aging Timer: 120

Source Routing: Enabled

MAC Address: 000000000000

Configuring the Network Interface
Refer to the specific chapters in this guide for complete information on configuring
your 2216’s network interfaces.

Table 1-3 lists network architectures and the supported interfaces for each
architecture.

Table 1-3. Network Architecture and the Supported Interfaces
Network Architecture Supported Interfaces
ATM 1-Port ATM 155-Mbps MMF
1-Port ATM 155-Mbps SMF
802.5 Token-Ring 2-Port Token-Ring
Ethernet 2-Port Ethernet
ISDN 1-Port ISDN-PRI (T1/J1)
1-Port ISDN-PRI (E1)
Point-to-Point 8-port V.24/EIA 232E, 6-port V.35/V.36, 8-port X.21, and
dial circuit interfaces
Frame Relay 8-port V.24/EIA 232E, 6-port V.35/V.36, 8-port X.21, and
dial circuit interfaces
X.25 8-port V.24/EIA 232E, 6-port V.35/V.36, and 8-port X.21
SDLC Relay 8-port V.24/EIA 232E, 6-port V.35/V.36, and 8-port X.21
SDLC 8-port V.24/EIA 232E, 6-port V.35/V.36, and 8-port X.21
V.25 bis 8-port V.24/EIA 232E
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Exiting the Interface Configuration Process
After you have configured the interface information, exit the interface configuration
process by using the following procedure:

1. Return to the CONFIG process by entering the exit command. For example:
TKR Config> exit

2. Return to the OPCON process by entering the OPCON intercept character.
The default intercept character is . (See “Intercept” on page 2-6 for
more information.) For example:

Config> P

Reloading the Router

Whenever you change a user-configurable parameter, you must reload the router
for the change to take effect. To do so, enter the OPCON reload command. For
example:

* reload

Are you sure you want to reload the gateway? (Yes or No): yes

Accessing the Network Interface Console Process

To monitor information related to a specific interface, access the interface console
process by using the following procedure:

1. Enter the status command to find the PID for GWCON. (See page 1-5 for
sample output of the status command.)

2. At the OPCON prompt, enter the OPCON talk command and the PID for
GWCON. For example:

* talk 5

3. The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Return again.

4. At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the router is configured. For example:

+configuration
Multiprotocol Access Services

5765-B87 Feature 2802 V1 R1.0 PTF 0 RPQ 0

Num Name Protocol

0o IP DOD-IP

3 ARP  Address Resolution

4 DN DNA Phase IV

6 VIN Banyan Vines

7 IPX NetWare IPX

10 BGP  Border Gateway Protocol

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
26 DLS Data Link Switching

27 XTP  X.25 Transport Protocol

28 APPN Advanced Peer-to-Peer Networking [HPR]
30 APPN Advanced Peer-to-Peer Networking [ISR]

Num Name Feature
2 MCF MAC Filtering
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16 Networks:

Net Interface MAC/Data-Link Hardware State
0 TKR/O Token-Ring/802.5 Token-Ring Up
1 TKR/1 Token-Ring/802.5 Token-Ring Up
2 TKR/2 Token-Ring/802.5 Token-Ring Up
3 TKR/3 Token-Ring/802.5 Token-Ring Up
4 Eth/0 Ethernet/IEEE 802.3  Ethernet Up
5 Eth/1 Ethernet/IEEE 802.3  Ethernet Up
6 Eth/2 Ethernet/IEEE 802.3  Ethernet Up
7  Eth/3 Ethernet/IEEE 802.3  Ethernet Up
8 Eth/4 Ethernet/IEEE 802.3  Ethernet Up
9 Eth/5 Ethernet/IEEE 802.3  Ethernet Up
10 FR/0 Frame Relay V.35/V.36 Up
11 X25/0 X.25 V.35/V.36 Up
12 PPP/0O Point to Point V.35/V.36 Up
13 PPP/1 Point to Point V.35/V.36 Up
14 PPP/2 Point to Point V.35/V.36 Up
15 PPP/3 Point to Point V.35/V.36 Up

5. Enter the GWCON network command and the number of the interface you
want to monitor. For example:

+ network 11
In this example, the X.25 console prompt is displayed on the console. You can

then view information about the X.25 interface by entering the X.25 console
commands.

X.25>

Monitoring the Network Interface
Refer to the specific chapters in this manual for complete information on monitoring
your 2216’s network interfaces.

Exiting the Interface Console Process
To exit the interface console process and return to the OPCON process:
1. Return to the GWCON process by entering the exit command. For example:
X.25> exit
2. Return to the OPCON process by entering the OPCON intercept character.
(The default intercept character is ) For example:
+ (P |

System Security

Multiple users with login permissions can also be added using the add user
command. See “Configuring User Access” on page 3-5 for details on security
issues and for information on the set password and add user commands.
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Chapter 2. The OPCON Process and Commands

This chapter describes the OPCON process and includes the following sections:

e “What is OPCON?"
e “Accessing the OPCON Process” on page 2-2
e “OPCON Commands” on page 2-3

What is OPCON?

The Operator Console process (OPCON) is the root-level process of the router
software user interface. The main function of OPCON is to control which
processes are connected to consoles. OPCON fits into the router software
structure as shown in Figure 2-1. Using OPCON commands, you can:

e Manipulate the output from a process

e Change the intercept character

¢ Display information about router memory usage

¢ Reload the router software (reboot)

e Telnet to other routers or hosts

e Display status information about all router processes
e Communicate with processes at the secondary level
e Escape to the MOS system debugging tool

Router Software Processes

)
OPC*ZON
talk 6 talk 5 talk 2
config GWCON MOSDBG MONITR
CONFIG > +

ELS Messages

Figure 2-1. OPCON in the Router Software Structure
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Accessing the OPCON Process

When you start the router for the first time, a boot message appears on the
console. Then the OPCON prompt (*) appears on the console, indicating that you
are in the OPCON process and can begin entering OPCON commands.

When you access OPCON from a remote terminal, you access the ROPCON
(Remote Operator Console) process. ROPCON and OPCON are functionally the
same.

The OPCON process allows you to configure and monitor all of the router's
operating parameters. While in the OPCON process, the router is forwarding data
traffic. When the router is booted and enters OPCON, a copyright logo and an
asterisk (*) prompt appears on the locally attached console terminal. This is the
OPCON (OPerator's CONsole) prompt, the main user interface that allows access
to second-level processes.

Some changes to the router's operating parameters made while in OPCON take
effect immediately without requiring reinitializing of the router. If the changes do
not take effect, use the reload command at the * prompt.

At the * prompt, there is an extensive set of commands that you can enter to check
the status of various internal software processes, monitor the performance of the
router's interfaces and packet forwarders, and configure various operational
parameters.
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OPCON Commands

This section describes the OPCON commands. Each command includes a
description, syntax requirements, and an example. The OPCON commands are
summarized in Table 2-1 on page 2-4. To use them, access the OPCON process
and enter the appropriate command at the OPCON prompt (*).

Figure 2-2 shows the OPCON Command Tree.

OPCON/ROPCON
*
I
5 ‘ ‘ 6 2
[ |
CGWCON CONFIG MONITR
+ Config>
HELP (?) — I— HELP (?) — HELP (?)
DIAGS — — BOOT information — ADD
hardware diagnostics
— BUFFER statistics — BOOT and load file
DIVERT —
output of process — CLEAR statistics — CHANGE
FLUSH — — CONFIGURATION of gateway — CLEAR
output of process
— DISABLE interface — DELETE
HALT —
output of process — ERROR counts — DISABLE
INTERCEPT — — EVENT 1logging — ENABLE
character
— FEATURE commands — EVENT
LOGOUT —
— INTERFACE statistics — FEATURE
MEMORY —
statistics — MEMORY statistics — LIST
RELOAD —| — NETWORK commands — NETWORK
STATUS — — PROTOCOL commands — PATCH
of process(es)
— QUEUE Tengths — PROTOCOL
TALK —
to process — STATISTICS of network — QCONFIG
TELNET to — — TEST Network — SET
IP-address
<this terminal type> '— UPTIME of gateway — SYSTEM memory dump
— TIME of day parms
— UNPATCH
— UPDATE

Figure 2-2. OPCON Command Tree

— WRITE the configuration
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? (Help)

Diags

Table 2-1. OPCON Commands

Command Function

? (Help) Lists all the OPCON commands.

Diags Displays device status and the contents of the hardware test log and
the hardware error log.

Divert Sends the output from a process to a console or other terminal.

Flush Discards the output from a process.

Halt Suspends the output from a process.

Intercept Sets the OPCON default intercept character.

Logout Logs out a remote console.

Memory Reports the router's memory usage.

Reload Reloads the router software.

Status Shows information about all router processes.

Talk Connects to another router process and enables the use of its
commands.

Telnet Connects to another router.

Use the ? (help) command to list the commands that are available from the current
prompt level. You can also enter a ? after a specific command name to list its
options.

Syntax: ?

Example: ?

DIAGS diagnostics

DIVERT output from process
FLUSH output from process
HALT output from process
INTERCEPT character is
LOGOUT

MEMORY statistics

RELOAD

STATUS of process(es)

TALK to process

TELNET to IP Address (this terminal type)

Use the Diags command to display the Diagnostic Main Menu. The diagnostic
menus allow you to enable, disable and test hardware adapters or ports.
Diagnostic menus have on-screen help for the various options and status
information that is available.

You can use the “b” (back) key to return to any previous menu. Use the “e” (exit)
key to exit the diagnostics and return to the OPCON command prompt.

Syntax: diags

Example: diags
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Flush

OPCON Commands

Use the divert command to send the output from a specified process to a specified
terminal. This command allows you to divert the output of several processes to the
same terminal to simultaneously view the output. The divert command is
commonly used to redirect MONITR output messages to a specific terminal. The
router allows only certain processes to be redirected.

After entering the command, enter the PID and tty# (number of the output terminal).
To obtain these values, use the OPCON status command. The terminal number
can be the number of either the local console (ttyO) or one of the remote consoles
(ttyl, tty2). The following example shows Event Logging System messages
generated by the MONITR process (2) being sent to a remote console tty1 (1).

Event messages are displayed immediately even though you may be in the middle
of typing a command. The display and keyboard have separate buffers to prevent
command confusion. The following example shows the MONITR process
connected to TTY1 after executing the divert 2 1 command. If you want to stop
the output, enter halt 2. The halt command is discussed at “Halt” on page 2-6.

Copyright Notices:
Copyright IBM Corp. 1994, 1997

MOS Operator Control
* divert 2 1
* status

Pid Name Status TTY Comments
1 COpCon I0W TTYO gzs

2 Monitr IDL TTYO
3 Tasker RDY --
4 MOSDBG DET --
5 CGWCon DET --
6 Config DET --
8 ROpCon IDL TTY1
9 ROpCon RDY TTY2 j1g@128.185.40.40
10 CES3 IDL --
11 TOUT IDL --
12 L2S3 IDL --
13 L3L2 IDL --
14 LLL2 IDL --
15  S3CE IDL --

Syntax: divert  pid tty#

Example: divert 2 1

Use the flush command to clear the output buffers of the MONITR process. This
command is generally used prior to displaying the contents of the MONITR's FIFO
buffer to prevent messages from scrolling off the screen. Accumulated messages
are discarded.

The router allows only certain processes to be redirected. To obtain the pid and
tty#, use the OPCON status command. As you can see in the following example,
after executing the flush 2 command, the output of the MONITR process is sent to
the SNK (it has been flushed).

Syntax: flush  pid
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Example: flush 2
* flush 2
* status

Pid Name Status TTY Comments
1 COpCon I0W TTYO gzs

2 Monitr IDL SNK
3 Tasker RDY --
4  MOSDBG  DET --
5  CGWCon  DET -
6 Config DET --
8 ROpCon  IDL  TTY1
9  ROpCon  RDY  TTY2 j1g@128.185.40.40
Halt
Use the halt command to suspend all subsequent output from a specified process
until the divert, flush, or talk OPCON command is issued to the process. The
router cannot redirect all processes. Halt is the default state for output from a
process. To obtain the PID for this command, use the OPCON status command.
As you can see in the following example, after executing the halt 2 command, the
MONITR process is no longer connected to TTY1. Event messages no longer
appear.
Syntax: halt pid
Example: halt 2
* halt 2
* status
Pid Name Status TTY Comments
1 COpCon I0W TTYO gzs
2 Monitr IDL --
3 Tasker RDY --
4  MOSDBG  DET -
5 CGWCon DET --
6 Config DET --
8 ROpCon  IDL  TTY1
9  ROpCon  RDY  TTY2 j1g@128.185.40.40
Intercept

Use the intercept command to change the OPCON intercept character. The
intercept character is what you enter from other processes to get back to the
OPCON process. The default intercept key combination is (PR

The intercept character must be a control character. Enter the ~ (shift 6) character
followed by the letter character you want for the intercept character.

Note: Do not set the intercept character to the return key or to a printable
character.

Syntax: intercept  character
Example: intercept “u

From this example, you will have an intercept character of m.
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Memory

Reload

OPCON Commands

Use the logout command to terminate the current session for the user who enters
the logout command. If the console login is enabled, this command will require the
next user to log in using an authorized userid/password combination. If the console
login is not enabled, the OPCON prompt appears again.

Syntax: logout

Example: Tlogout

Use the memory command to obtain and display information about the router's
global heap memory usage. The display helps you to determine if the router is
being utilized efficiently. For an example of memory utilization, see Figure 2-3.

Syntax: memory

Example: memory
Number of bytes: Busy = 319544, Idle = 1936, Free = 1592

Busy Specifies the number of bytes currently allocated.

Idle Specifies the number of bytes previously allocated but freed and
available for reuse.

Free Specifies the number of bytes that were never allocated from the initial
free storage area.

Note: The sum of the Idle and Free memory equals the total available heap
memory.

Free=1128
Free=1393515 Free=103068 | = |----mmmmmmmmoo--

________________ Id1e=103068
_______________ <«Water Id1e=1128

Idl1e=1128 Mark
Busy=103068 Busy=1393515 Busy=1393515
Under-Utilized Properly Utilized Over-Utilized

Figure 2-3. Memory Utilization

Use the reload command to reboot the router by loading in a new copy of the
router software. When you use this command from a remote console, you install a
new software load without going to the router. This command executes the same
functions as pressing the reset button except that the router will not dump (if so
configured). Before the reload takes effect, you are prompted to confirm the reload.

Syntax: reload

Example: reload
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Are you sure you want to reload the gateway (Yes or No)?

Status
Use the status command to display information about all router processes. By
entering the PID after the status command, you can select to look at the status of
only the desired process. The following example shows the total status display.
Syntax: status  pid

Example: status

Pid Name Status TTY Comments

1 COpCon oW TTYO

2 Monitr IDL --

3 Tasker RDY --

4 MOSDBG DET --

5 CGWCon oW --

6 Config oW TTY1

8 ROpCon oW TTY1 128.185.46.101
9 ROpCon RDY TTY2 128.185.46.104

Pid Specifies the PID. This is the process to talk to or from OPCON, or it
can be an argument to the STATUS command to request status
information about a specific process.

Name Specifies the process name. It usually corresponds to the name of the
program that is running in the process.

Status Specifies one of the following:

IDL Specifies that the process is idle and waiting for completion of
some external event, such as asynchronous I/O.

RDY Specifies that the process is ready to run and is waiting to use the
CPU.

IOW Specifies that the process is waiting for synchronous 1/O, usually
its expected standard input, to complete.

DET Specifies that the process has output ready to be displayed and it
is either waiting to be attached to a display console or waiting to
have its output diverted to a specified console.

FZN Specifies that the process is frozen due to an error. This usually
means the process is trying to use a device which is faulty or
incorrectly configured.

TTYn Specifies the output terminal, if any, to which the process is currently
connected.
TTYO Local console

TTY1 or TTY2 Telnet consoles.
SNK Process has been flushed.
Two dashes (--) Process has been halted.

Comments
Specifies the user's login IP address provided during login when a user
is logged in using Telnet (ROpCon).
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Telnet

OPCON Commands

Use the talk command to connect to other router processes, such as GWCON,
MONITR, or CONFIG. After connecting to a new process, you can send specific
commands to and receive output from that process. You cannot talk to the
TASKER or OPCON process.

To obtain the PID, use the OPCON status command. Once you are connected to
the second-level process, such as CONFIG, use the intercept character,
I . to return to the * prompt.

Syntax: talkk  pid
Example: talk 5

When using third-level processes, such as IP Config or IP, use the exit command
to return to the second level.

Use the telnet command when you want to remotely attach to another router or to
a remote host (ip address). The only optional parameter is the terminal type that
you want to emulate.

A router has a maximum of five Telnet sessions: two servers (inbound to the
router), and three clients (outbound from the router).

Note: To use Telnet in a pure bridging environment, you must enable Host
Services.

Syntax: telnet ip address terminal type

Example: telnet 128.185.10.30
or
telnet 128.185.10.30 23
or
telnet 128.185.10.30 vt100

Trying 128.185.10.30 ...
Connected to 128.185.10.30
Escape character is ']’

If you are Telneting to a non-existent IP address, the router displays:
Trying 128.185.10.30

To enter the Telnet command mode, type the escape character-sequence, which is
Ctrl-], at any prompt.

telnet>
If you telnet into a router,
e Press < Backspace to delete the last character typed on the command line.

Note: If you use a VT100t terminal, do not press < Backspace because it
inserts invisible characters. You must press Delete to delete the last character.

* Press [0 at the telnet> prompt to delete the whole command line
entry so that you can re-enter a command.
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The Telnet command mode consists of the following subcommands:

close Close current connection

display Display operating parameters

mode Try to enter line-by-line or character-at-a-time mode
open Connect to a site

quit Exit Telnet

send Transmit special characters (‘send ?' for more)
set Set operating parameters ('set ?' for more)
status Print status information

toggle Toggle operating parameters (‘toggle ?' for more)
z Suspend Telnet

? Print help information

The status and send subcommands have one of two responses depending on
whether or not the user is connected to another host. For example:
Connected to a host:

telnet> status

Connected to 128.185.10.30
Operating in character-at-a-time mode.
Escape character is *].

telnet> send ayt
Note: The send command currently supports only ayt.

Not connected to a host:
telnet> status
Need to be connected first.
telnet> send ayt

Need to be connected first.

Use the close subcommand to close a connection to a remote host and terminate
the Telnet session. Use the quit subcommand to exit the telnet command mode,
close a connection, and terminate a Telnet session.

telnet> close

or
telnet> quit

logout

*
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Chapter 3. The CONFIG Process and Commands

This chapter describes the CONFIG process and includes the following sections:

“What is CONFIG?”

“CONFIG-Only Mode” on page 3-2

“Quick Configuration” on page 3-3
“Configuring User Access” on page 3-5
“Entering and Exiting CONFIG” on page 3-6
“CONFIG Commands” on page 3-7

What is CONFIG?

The Configuration process (CONFIG) is a second-level process of the router user
interface. Using CONFIG commands, you can:

Set or change various configuration parameters

Add or delete an interface to the hardware configuration

Enter the Boot CONFIG command mode

Enter the Quick Configuration mode

Clear, list, or update configuration information

Enable or disable console login and modem control

Communicate with third-level processes, including protocol environments

CONFIG lets you display or change the configuration information stored in the
router's non-volatile configuration memory. Changes to system and protocol
parameters do not take effect until you reload the router software. (For more
information, refer to the OPCON reload command in Chapter 2, “The OPCON
Process and Commands”).

Note: The changes you make through CONFIG are retained in a configuration
database in non-volatile configuration memory. They are retained during
power-downs and are recalled when you restart the router.

CONFIG fits into the router software structure as shown in Figure 3-1 on page 3-2.
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CONFIG Process

Router Software Processes

Tasker OPCON

If Error
Condition

If Error
Condition

Standalone
CONFIG CONFIG MOSDBG GWCON MONITR
(Config Only)

= v

Quick ELS
Config Messages

Figure 3-1. CONFIG in the Router Software Structure

The CONFIG command interface is made up of levels that are called modes. Each
mode has its own prompt. For example, the prompt for the TCP/IP protocol is IP
config>.

If you want to know the process and mode you are communicating with, press
Return to display the prompt. Some commands in this chapter, such as the
network and protocol commands, allow you to access and exit the various levels
in CONFIG. See Table 3-2 on page 3-7 for a list of the commands you can issue
from the CONFIG process.

CONFIG-Only Mode

CONFIG-Only mode is a way to back out of a bad configuration that is causing the
router to crash during start-up. Use the CONFIG-Only mode only to change
devices or data links (that is, for unsupported devices) or to reduce memory use
(for no memory crashes) such as routing table sizes, packet sizes, and receive
buffer allocations.

Note: CONFIG-only is provided only for getting a subset of configuration
commands when a config problem causes the router to panic, check, fatal, or
bughlt. Do not use CONFIG-Only mode for general router configuration; many of
the device-related commands are disabled in CONFIG-ONLY mode and some may
cause a crash.

Automatic Entry Into Config-Only Mode

3-2

CONFIG-Only mode is entered when the router detects a problem during operation
or during router initialization.
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Any of the following situations will cause the router to enter into CONFIG-Only
mode:

* The software load does not match the device configuration. More particularly,
an attempt is made to configure a device or data link that is unsupported by the
software load.

e Devices are configured but there are no protocols configured.

e Deletion of all router interface information.

If the router entered into the configuration-only mode because an unsupported
device has been configured:

e Change the device information to match the hardware installed in (and
supported by) the router.

e Enter the Reload command from the Config (only)> prompt.

* The router will automatically enter into OPCON (*).

Manual Entry Into Config-Only Mode

To enter the config-only mode:

* Reload the router with no configuration.

* Reload the router with no interfaces configured.

* Reload the router with no protocols configured.
Any of the above will force the box into config-only.

Otherwise, the router will reboot. If boot information is missing, the software will
load from the hard drive.

See Chapter 5, “Accessing the Firmware from the Command Line Interface” for
more detail.

During initial start-up, if no devices are configured the router comes up in
CONFIG-ONLY mode. If no protocols are configured the router comes up in
CONFIG-ONLY mode and automatically enters Quick Config. Quick Configuration
is explained in the next section.

Quick Configuration
Quick Configuration (Quick Config) provides a minimal set of commands that allow
you to configure bridging protocols and routing protocols present in the router load.

Attention At least one network device must be configured before using quick
config. To add a configuration use the add device command at the config(only)>
or config> prompt.

Table 3-1 lists what Quick Config supports.

Table 3-1. Quick Config Capabilities

Bridging Routing

protocols Protocols

ATM STB, SRT, SRB, SR/TB
IP, IPX, DNA IV
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The Quick Config complements the existing configuration process by offering a
shortcut. This shortcut allows you to configure the minimum number of parameters
for these bridging protocols and routing protocols without having to exit and enter
the different configuration processes. The other parameters are set to selected
defaults.

Situations that call for the router to be quickly configured are:

e Blank or corrupted configuration memory, such as when one of the following
situations occurs:

— The router is configured for the first time.
— Voltage fluctuations resulted in corruption of the hard file.

e Demonstration purposes, for which the router needs to be quickly configured to
demonstrate its capabilities.

e Bench-marking tests to get the tests going without having to learn the router’s
operating system commands.

Quick Config operates as follows:
e |t asks a series of questions with default values.

|t offers a short-cut to the detailed configuration of the normal mode command
set.

Quick Config sets a number of default parameters based upon how you answer the
configuration questions.

What cannot be configured with Quick Config can be configured using Config after
exiting it.

You cannot delete Quick Config information from within Quick Config. However,
you can correct information either by exiting and returning to Quick Config, or by
entering the reload command as a response to some Quick Config questions.

For complete information on using the Quick Config software, refer to the Quick
Configuration information provided in the IBM 2216 Nways Multiaccess Connector
Hardware Installation Guide.

Manual Entry Into the Quick Config Mode

You might want to get to Quick Config manually to demonstrate the router’s
capabilities, reconfiguring on the fly to benchmark tests without having to learn the
router’'s operating system commands.

To enter Quick Config, type gconfig at the Config> prompt.

Exiting from Quick Config Mode

To exit Quick Config, restart by entering r from any prompt. Follow the queries
until you enter no and then enter g to quit. The router returns to either the Config
(only)> or the Config> prompt.
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Bridging Configuration

Type 'Yes' to Configure Bridging
Type 'No' to skip Bridging Configuration
Type 'Quit' to exit Quick Config

Configure Bridging? (Yes, No, Quit): [Yes] y
Type 'r' any time at this Tevel to restart Bridging Configuration

STB will be enabled on all LAN interfaces
Configure SRT Bridging? (Yes, No): [Yes] r
Restarting Bridging Configuration
Configure Bridging? (Yes, No): [Yes] n

EE R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Protocol Configuration

Type 'Yes' to Configure Protocols

Type 'No' to skip Protocol Configuration

Type 'Quit' to exit Quick Config

Configure Protocols? (Yes, No, Quit): [Yes] q
Quick Config Done

Config>

Configuring User Access

The router configuration process allows for a maximum of 50 user names,
passwords, and levels of permission. Each user added needs to be assigned a
password and level of permission. There are three levels of permission:
Administration, Operation, and Monitoring.

For more information, see the add user command on page 3-10.

Technical Support Access

If you are the system administrator, when you add a new user for the first time, you
are asked if you want to add Technical Support access. If you answer yes,
Technical Support access is granted the same privileges as Administrator access.

The password for this account is automatically selected by the software and is
known by your service representative. This password can be changed using the
change user command; however, if you do change the password, customer
service cannot provide remote support. For additional information on the use of the
change user command, see page 3-18.
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Entering and Exiting CONFIG
To enter CONFIG from OPCON (*):

1. At the OPCON prompt, enter the status command to find the PID of CONFIG.
(See page 1-5 for a sample output of the status command.)
* status

2. Enter the OPCON talk command and the PID for CONFIG:
* talk 6

The console displays the CONFIG prompt (Config>). Now, you can enter CONFIG
commands. If the prompt does not appear, press the Return key again. To exit
CONFIG and return to the OPCON prompt (*), enter the intercept character. (The

default is (PP

Entering the Desired Protocol Configuration Process

For information on accessing a particular protocol’s configuration process, see
“Protocol” on page 3-28.
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CONFIG Commands

This section describes each of the CONFIG commands. Each command includes a
description, syntax requirements, and an example. The CONFIG commands are
summarized in Table 3-2.

After accessing the CONFIG environment, enter the configuration commands at the
Config> prompt.

Table 3-2. CONFIG Command Summary

Command Function

? (Help) Lists the CONFIG commands or lists the options associated with
specific commands.

Add Adds an interface to the router configuration, or a user to the router.

Boot Enters Boot CONFIG command mode.

Change Changes a user’s password or a user's parameter values associated
with this interface. Also changes a slot/port of an interface.

Clear Clears configuration information.

Delete Deletes an interface from the router configuration or deletes a
configured user.

Disable Disables login from a remote console, or a specified interface.

Enable Enables login from a remote console, enables modem use, or
enables a specified interface.

Event Enters the Event Logging System configuration environment.

Feature Provides access to configuration commands for independent router

features outside the usual protocol and network interface
configuration processes.

List Displays system parameters, hardware configuration, a complete user
list.

Network Enters the configuration environment of the specified network.

Patch Modifies the router’s global configuration.

Protocol Enters the command environment of the specified protocol.

Qconfig Initiates the Quick Config process.

Set Sets system-wide parameters for buffers, host name, inactivity timer,
packet size, prompt level, location, and contact-person.

Time Keeps track of system time and displays it on the console.

Unpatch Restores patch variables to default values.

Update Updates the current version of the configuration.

? (Help)
Use the ? (help) command to list the commands that are available from the current
prompt level. You can also enter a ? after a specific command name to list its
options.
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Add

3-8 Nways MAS VIR1 S

Syntax: ?

Example: ?
ADD

BOOT

CHANGE

CLEAR

DELETE

DISABLE

ENABLE

EVENT

FEATURE

LIST

NETWORK

PATCH

PROTOCOL

QCONFIG

SET

TIME OF DAY PARAMS
UNPATCH

UPDATE

Example: list ?

devices
configuration
patches

users
v25-bis-address

Use the add command to add an interface to the configuration, or user-access.
This command also recreates device records if the configuration is inadvertently
lost.

Syntax: add device . ..
isdn-address . . .

ppp-user
user . . .

v25-bis-address

device device type additional-config-info
With the add device command, you must enter the interface device type
(device_type). You are prompted for additional configuration parameters.
This additional information varies by device and platform. Refer to “Accessing
Network Interface Configuration and Console Processes” on page 1-15 for
additional information about device type and configuration parameters.

Note: If you are adding more than one interface, the order in which you add
them is important because the router assigns a sequential interface number to
the device when it is added. This interface number is an index number in the
device list; it links the device with other protocol configuration information,
such as the IP addresses associated with the device. (For more information,
refer to the list devices command on page 3-23.)

All device and protocol configuration information related to network interfaces
is stored by interface number. Any changes made to interface numbers will
invalidate much of the device configuration information in the protocols.
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Example: add device atm

Device Slot #(1-8) [1]? 2
Adding CHARM ATM Adapter device in slot 2 port 1 as interface x
(where x is the interface number assigned)

To determine which devices you can add, use the add devices ? command.

IBM 2216 Device Support Restrictions: The following rules apply when
adding devices to the IBM 2216:

¢ As many as two ATM interfaces may be defined.
e As many as four ISDN-PRI interfaces may be defined.

e Adding a LAN device in slot 3, 4, 7, or 8 will disable the other slot
in the pair. For example, if you add a LAN device to slot 4, slot 3
will be disabled. Likewise, if you add the device to slot 3, slot 4
will be disabled. The same rules apply for adding a LAN device in
slots 7 and 8.

¢ When adding interfaces with more than one port, add one port at
a time. Use the add device command twice to add both ports of
a dual-port adapter, for example.

e All interfaces on a V.35/V.36 adapter must use either V.35 cables
or V.36 cables. The type of fanout cable attached to the
V.35/V.36 adapter determines which type of cables (V.35 or V.36)
can be used.

isdn-address address-name network-dial-address network-subdial-address
Adds the local and remote numbers of the ISDN end-points that will be
communicating with your router.

address-name
Can be anything (such as a description of the port).

network-dial-address
The telephone number of the local or the destination port.

network-subdial-address
The additional part of the telephone number, such as an extension, that

gets interpreted when the interface connects to a PBX; this parameter is
optional.

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add isdn-address Tine 1 local

Assign network dial address [0 - 32 digits]? 1 2345 67
Assign network subdial address [0 - 19 digits]? 98765

ppp_user
Adds a username to the PPP user data base. You need to configure PPP
users if you are using PPP authentication protocols. Refer to “PPP
Authentication Protocols” on page 28-7 for more details. You add a PPP
user for each remote router that can connect to the router you are configuring.
The PPP user name (ID) and password are used during PPP authentication.
You can add as many as 500 PPP users.
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Example: add ppp_user password haag

Config> add ppp_user password haag
password (6 - 32 characters):
Enter password again:

user [haag] added successfully

user user_name

Gives a user access to the router. You can authorize up to 50 users to
access the router. Each user_name is eight characters and is
case-sensitive.

When the first user is added, console login is automatically enabled.
Each user added must be assigned one of the following permission
levels. Table 3-3 describes the different access privileges that are

available.

Table 3-3. Access Privileges

Level of Access Description

Administrator (A) Displays configuration and user information,
adds/modifies/deletes configuration and user
information. The Administrator can access any
router function.

Operator (O) Views router configuration, views statistics, runs
potentially disruptive tests, dynamically changes
router operation, and restarts the router.
Operators cannot modify the permanent router
configuration. All actions can be undone with a
system restart.

Monitor (M) Views router configuration and statistics but
cannot modify or disrupt the operation of the
router.

Tech Support Allows your service representative to gain access

to the router if a password is forgotten. Cannot
be assigned to users.

Note: To add a user, you must have administrative permission. You
do not have to reinitialize the router after adding a user.

Example: add user John

Enter password:

Enter password again:

Enter permission (A)dmin, (0)perations, (M)onitor [A]?
Do you want to add Technical Support access?

(Yes or [No]):

Enter password Specifies the access password for the
user. Limited to 80 alphanumeric
characters and is case-sensitive.

Enter password again Confirms the access password for the
user.
Enter permission Specifies the access permission for the

user: A, O, or M. (See Table 3-3.)
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v25-bis-address
Adds the local and remote numbers of the V.25 bis end-points that will be
communicating with the router. The network address-name can be anything,
such as a description of the port. You can use any string of up to 23
printable ASCII characters. The network-dial-address is the telephone
number of the local or destination port. For more information, see
Chapter 35, “Using and Configuring the V.25 bis Network Interface” on
page 35-1.

Note: You can use punctuation, such as parentheses and dashes, but the
punctuation is not significant (the router uses only the numbers).

Example: add v25-bis-address remote-site baltimore
1-909-555-0983

Use the boot command to enter the Boot CONFIG command environment. For
Boot CONFIG information, see Chapter 4, “Performing Change Management
Operations” on page 4-1.

Syntax: boot

Example: boot

TFTP Boot/dump configuration
Boot config>

Use the change command to modify an interface in the configuration, change your
own password, or change user information.

Syntax: change device . . .
password

ppp_user . . .
user

device device type
With the change device command you can:

¢ Change the slot of an existing interface. (Change slot x in interface
record n to y where slot y is unoccupied.)

¢ Change the port of an existing interface. (Change port x in interface
record n to y where port y is unoccupied.)

e Swap slots of two existing interfaces. (Swap slot x and slot y in interface
records with x or y.)

e Swap ports of two existing interfaces. (Swap port u and slot x in one
interface record with port v and slot y in another interface record of the
same hardware type.)

* Replace the slot in an existing interface with the slot in another.
(Interface configuration for slot x will become interface configuration for
slot y. Interface records for slot y will be deleted.)
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3-12

* Replace the port of one existing interface with the port of another.
(Interface configuration for slot x port u will become interface configuration
for slot y port v. The interface record for slot y port v will be deleted.)

When the target slot is occupied:

1. If the "swap" option is selected, the source and target slots are swapped
in all the interface records in which they appear.

2. If the "replace” option is selected, the interface configuration for slot x will
become the interface configuration for slot y. Interface records for slot y
will be deleted.

When the target port is occupied:

1. If the "swap" option is selected, the source and target ports can be
swapped in their respective interface records if their hardware types in
these interface records are identical. For example, 8 port EIA 232E/V.24.

2. If the "replace" option is selected, the interface configuration for slot x port
u will become the interface configuration for slot y port v. The interface

Note:

record for slot y port v will be deleted.

An Ethernet or Token Ring adapter card requires two empty slots if it
is installed in slot 3, 4, 7, or 8. Therefore a Token Ring or Ethernet

adapter can be installed in slot 3 or 4 (or slot 7 or 8) only if both slots
3 and 4 (or 7 and 8) are unoccupied.

If you try to change the slot of a Token Ring or Ethernet adapter to
slot 3 or 4 (or 7 or 8) when both 3 and 4 (or 7 and 8) are not
unoccupied, the change is not accepted and a warning message is
issued as shown in the example “Change slot 6 on interface 1 to

unoccupied slot 8” on page 3-12.

Example: Change slot 5 on interface 0 to unoccupied slot 7.

Config>list dev

Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc

0

1
2
3
4
5
6
7
8

Token Ring
Token Ring
Token Ring
8 port EIA-232E/V.24
8 port EIA-232E/V.24
8 port EIA-232E/V.24
6 port V.35/V.36 PPP
6 port V.35/V.36 PPP
8 port EIA-232E/V.24

Config>change device
Which configured slot would you 1like to change? (1,
Change all ports on slot # 5 (Yes or No)? [Yes]: y
Which slot would you like to change to? (1-8)

PPP
PPP
PPP

PPP

STot:
STot:
Slot:
Slot:
Slot:
Slot:
STot:
STot:
STot:

PPwwMPNONEOYO

Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:
Port:

[1]?

Changed slot 5 to slot 7 in 1 intf (port) record...

Config>Tist dev

Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc
Ifc

0

1
2
3
4
5
6
7
8

Token Ring
Token Ring
Token Ring
8 port EIA-232E/V.24
8 port EIA-232E/V.24
8 port EIA-232E/V.24
6 port V.35/V.36 PPP
6 port V.35/V.36 PPP
8 port EIA-232E/V.24

PPP
PPP
PPP

PPP

Slot:
Slot:
STot:
STot:
STot:
STot:
STot:
STot:
Slot:

Interface 0 is now changed to slot 7.
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Example: Change slot 6 on interface 1 to unoccupied slot 8.

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7)[1]? 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you like to change to? (1-8) [1]? 8

Cannot add Token Ring to slot 8.
Slot 7 is occupied so Token Ring cannot be added in slot 8.

Note: See page 3-12 for requirements for changing slots 3, 4, 7, and 8 for
Token Ring or Ethernet.

Example: Swap slot 6 on interface 1 to occupied slot 1.

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7) [1] 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you Tike to change to? (1-8) [1]? 1

Configuration for slot 1 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 6 will become interface
configuration for slot 1. Interface records for slot 1
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 6.)

s

Swapped slot 6 with slot 1 in 1 port record...

Config>Tist dev

Ifc 0 Token Ring STot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 Token Ring STot: 6 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP STot: 2 Port: 1
Ifc 5 8 port EIA-232E/V.24 PPP STot: 2 Port: 2
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 7 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 8 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

The configurations for interface 2 and interface 1 are swapped.
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Example: Slot 1 on interface 1 replaces slot 6, interface 1 is deleted.

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 6, 7) [1] 6
Change all ports on slot # 6 (Yes or No)? [Yes]: y

Which sTot would you Tike to change to? (1-8) [1]? 1

Configuration for slot 1 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 6 will become interface
configuration for slot 1. Interface records for slot 1
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 6.)

r

Moved slot 6 to slot 1 in 1 intf (port) record...

Config>list dev

Ifc 0 Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring STot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 2 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 2 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP STot: 2 Port: 2
Ifc 5 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

The slot 6 record replaces the original slot 1 record and the other interfaces
are renumbered.
Example: Change slot 2 to unoccupied slot 5

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 7) [1]? 2
Change all ports on slot # 2 (Yes or No)? [Yes]: y

Which slot would you like to change to? (1-8) [1]? 5

Changed slot 2 to slot 5 in 3 intf (port) records...

Config>list dev

Ifc 0 Token Ring STot: 7 Port: 1
Ifc 1 Token Ring STot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 5 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP STot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interfaces 2, 3 and 4 that were previously configured in slot 2 are now
configured in slot 5.
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Example: Change port 1 slot 5 to port O in unoccupied slot 2.

Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 5
Change all ports on slot # 5 (Yes or No)? [Yes]: n

Which port would you Tike to change in slot 5?7 (0, 1, 2) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 2

Which port would you like port 1 in slot 5 to move to in slot2?#(0-7)[0]? @

Changed slot 5 port 1 to slot 2 port 0O...

Config>Tist dev

Ifc 0 Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 2 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 3, which was at slot 5 - port 1, is changed to slot 2 port 0.

Example: Change port O slot 2 to port 5 in slot 3 (different hardware types).

Config>change device

Which configured slot would you like to change? (1, 2, 3, 4, 5, 7) [1]? 2
Change all ports on slot # 2 (Yes or No)? [Yes]: n

Which port would you Tike to change in slot 2? (0) [0]? ©

Which sTot would you like to change to? (1-8) [1]? 3

Which port would you Tike port 0 in slot 2 to move to in slot 3? #(0-7) [0] 5

Aborting - source and target slots of different type.

Example: Change port O slot 2 to port 5 in slot 4 (same hardware types).

Config>change device

Which configured slot would you 1ike to change? (1, 2, 3, 4, 5, 7) [1]? 2
Change all ports on slot # 2 (Yes or No)? [Yes]: n

Which port would you like to change in slot 2? (0) [0]? ©

Which slot would you like to change to? (1-8) [1]? 4

Which port would you 1ike port 0 in slot 2 to move to in slot 4? #(0-7)[0] 5

Changed slot 2 port O to slot 4 port 5...

Config>list dev

Ifc 0 Token Ring STot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP STot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 4 Port: 5
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 3 which was at port 0, slot 2 is changed to port 5, slot 4.
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Example: Change port 5 slot 4 to port 1 in slot 4 (same slots).

Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you 1ike to change in slot 4?7 (0, 5) [0]? 5

Which sTot would you Tike to change to? (1-8) [1]? 4

Which port would you like port 5 in slot 4 to move to in slot 4? #(0-7) [0] 1

Changed slot 4 port 5 to slot 4 port 1...

Config>Tist dev

Ifc 0 Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring Slot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP STot: 4 Port: 1
Ifc 4 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP STot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP Slot: 4 Port: 0

Interface 3 is now at port 1, slot 4.

Example: Change (swap) port 1 slot 4 to occupied port O in slot 5.

Config>change device

Which configured slot would you like to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you Tike to change in slot 47 (0, 1) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 5

Which port would you Tike port 1 in slot 4 to move to in slot 57 #(0-7) [0] ©

Configuration for slot 5 (port 0) already exists. You can:

a - abort this operation

r - replace configuration
(Interface record for slot 4 port 1 will become interface
configuration for slot 5 port 0. The interface record for
slot 5 port 0 will be deleted!)

s - swap configuration (slot 5 port O will be swapped with slot 4
port 1.)

s

Swapped slot 4 port 1 with slot 5 port 0...

Config>list dev

Ifc @ Token Ring Slot: 7 Port: 1
Ifc 1 Token Ring STot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 4 Port: 1
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 4 8 port EIA-232E/V.24 PPP STot: 5 Port: 2
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 0
Ifc 6 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 7 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

Interface 2 and interface 3 have swapped their port and slot configurations.
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Example: Change (replace) port 1 slot 4 to occupied port 0 in slot 5.

Config>change device

Which configured slot would you Tike to change? (1, 3, 4, 5, 7) [1]? 4

Change all ports on slot # 4 (Yes or No)? [Yes]: n

Which port would you Tike to change in slot 47 (0, 1) [0]? 1

Which sTot would you like to change to? (1-8) [1]? 5

Which port would you like port 1 in slot 4 to move to in slot 5?7 #(0-7) [0] ©

Configuration for slot 5 (port 0) already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 4 port 1 will become interface
configuration for slot 5 port 0. The interface record for
slot 5 port O will be deleted!)

s - swap configuration (slot 5 port O will be swapped with slot 4
port 1.)

r

Moved slot 4 port 1 to slot 5 port O...

Config>Tist dev

Ifc 0 Token Ring STot: 7 Port: 1
Ifc 1 Token Ring STot: 1 Port: 1
Ifc 2 8 port EIA-232E/V.24 PPP Slot: 5 Port: 0
Ifc 3 8 port EIA-232E/V.24 PPP Slot: 5 Port: 2
Ifc 4 6 port V.35/V.36 PPP STot: 3 Port: 0
Ifc 5 6 port V.35/V.36 PPP Slot: 3 Port: 5
Ifc 6 8 port EIA-232E/V.24 PPP STot: 4 Port: 0

Interface 2 is configured to slot 5 - port 0. The original interface 3 is deleted
and the other interfaces are renumbered.

password
Modifies the password of the user who is now logged in.

Note: To change a user password, you must have administrative permission.

Example: change password

Enter current password:
Enter new password:
Enter new password again:

Enter current password Specifies your current password.
Enter new password Specifies your new password.
Enter new password again Specifies your new password again for

confirmation. If your confirmation does not
match the previous new password, the old
password remains in effect.

ppp_user
Changes the information for a specific PPP user.

Syntax: change ppp-user password

Example: change ppp_user password haag

Config> change ppp_user password haag
Enter password:

Enter password again:

user [haag] password updated successfully

user
Modifies the user information that was previously configured with the add
user command.
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Clear
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Note: To change a user, you must have administrative permission.

Example: change user

User name: []
Change password? (Yes or No)
Change permission? (Yes or [No])

Use the clear command to delete the router’s configuration information from
non-volatile configuration memory.

Attention:  Use this command only after calling your service representative.

To clear a process from non-volatile configuration memory, enter the clear
command and the process name. To clear all information from configuration
memory, except for device information, use the clear all command. If you want to
clear all information, including the device information, use the clear all command
and then the clear device command.

The clear user command clears all user information except the router console login
information. This is left as enabled (if it was configured as enabled) even though
the default value is “disabled.”
Notes:

1. To clear user information, you must have administrative permission.

2. There may be other items in the list, depending upon what is included in the
software load.
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Syntax: clear all
ap2 (AppleTalk 2)
arp  (ARP)
asrt (Adaptive Source Route Protocol)
appn (Advanced Peer-to-Peer Networking)
atm  (Asynchronous Transfer Mode)
bap (Border Gateway Protocol)
boot
dls (Data Link Switching)
device
dialer-circuit
dn (DECnet)
dvmrp (Distance Vector Multicast Routing Protocol)
els (Event Logging System Information)
fr (Frame Relay)
ip (IP)
ipx (Novell IPX)
isdn
osi (OSI)
ospf (OSPF routing protocol)
ppp (Point-to-Point)
sdlc
slc (Serial Line Controller SRAM block)
snmp
srb (Source Route Bridge)
srly (SDLC Relay)
stb (Spanning Tree Bridge)
tcpl/ip-host
time (Time of day information)
user
v25bis
vines (Banyan VINES)
wrs (WAN Restoral feature)
x25

Example: clear ELS

You are about to clear all Event Logging configuration information
Are you sure you want to do this (Yes or No):

Note: The previous message appears for any parameter configuration you are
deleting.

Delete

Use the delete command to remove an interface from the list of devices stored in
the configuration, or to remove a user. To use the delete command, you must
have administrative permission.

Syntax: delete interface . . .
isdn-address

ppp_user . . .
user . . .

v25-bis-address

interface intfc#
To delete an interface, enter the interface or network number as part of the
command. (Dial circuit is the only device type that can be deleted.) To
obtain the interface number that the router assigns, use the list device
command.
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The delete interface command deletes the device configuration and any
protocol information for that interface. However, the router will continue to run
the previous configuration until it is reloaded.

When deleting a base ISDN interface or a base ATM interface all virtual
interfaces running on that base net will also be deleted. So, any dial circuits
configured on a base ISDN interface will be removed when the ISDN interface
is deleted. Also, when deleting an ATM base net, all LAN Emulation Clients
running on the base ATM interface will be deleted.

Example: delete interface 2

Interface 2 was deleted successfully

isdn-address address-name

Removes a previously added ISDN address.
Example: delete isdn-address remote-site-XYZ

Note: If the address-name contains spaces (for example, remote site XYZ ),
you cannot enter the command on one line. Type delete isdn-address and
press Return. Then enter the name when prompted.

ppp_user

Deletes a user from the PPP user data base.

Example: delete ppp_user haag

Config> delete ppp_user haag
user [haag] deleted successfully
Config>

user user_name

Removes user access to the router for the specified user.

Example: delete user mary

Are you sure you want to delete user 'mary' ?(Y / N)_

v25-bis-address address-name

Disable

Removes a previously added V.25 bis address.
Example: delete v25-bis-address remote-site-baltimore

Note: If the address-name contains spaces (for example, remote site
Baltimore ), you cannot enter the command on one line. Type delete
v25-bis-address and press Return. Then enter the name when prompted.

Use the disable command to prevent being prompted for a login from a remote
console . The disable command also disables a specified interface. If the router
has two service ports specify either servicel or service2 .

Syntax: disable console-login

interface . . .
dump-memory . . .
reboot-system . . .
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console-login
Disables the user from being prompted for a user ID and password on the
physical console. The default is disabled.

Example: disable console-login

interface interface#
Causes the specified interface to be disabled after issuing the reload
command. The default is enabled.

Example: disable interface 2

dump-memory
Disables the dumping of system memory to the installed hard disk when a

serious error occurs.

Example: Config> disable dump
Disable system memory dumping? ([No]) Yes

System memory dump function disabled successfully.

reboot-system
Disables the rebooting of the system when a serious error occurs. This may
be desirable if the network service personnel wish to troubleshoot the error
on-line. System rebooting cannot be disabled unless memory dumping is also
disabled. If you attempt to disable system rebooting while memory dumping
is enabled, system rebooting is aborted and the following message is
displayed:

System reboot not disabled: memory dumping must be disabled first

Example: Config> disable reboot
Disable system reboot for serious errors? ([No]) Yes

System reboot function disabled successfully.

Use the enable command to allow login from a remote console, and enable a
specified interface.

Syntax: enable console-login
interface . . .
dump-memory . . .
reboot-system . . .

console-login
Enables the user to be prompted for a user ID and password on the physical
console. This is useful for security situations. If you do not configure any
administrative users and you enable this feature, the following message
appears:
Warning: Console login is disabled until an
administrative user is added.

By disabling the console login, a lock-out situation is prevented.

Example: enable console-login
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interface interface#
Causes the interface to be enabled after issuing the reload command.

dump-memory
Enables the dumping of system memory to the installed hard disk when a
serious error occurs. This may be desirable so that the state of the unit at the
time of the error can be preserved for troubleshooting later. The dump
memory function cannot be enabled unless system rebooting is enabled. If
you attempt to enable the dump memory function while system rebooting is
disabled, dump memory is aborted and the following message is displayed:

System memory dump function not enabled: rebooting must be enabled first

Example: Config> enable dump
Enable system memory dumping? ([No]) Yes

System memory dump function enabled successfully.

reboot-system
Enables the rebooting of the system when a serious error occurs.

Example: enable reboot-system
Enable system rebooting for serious errors? ([No]) Yes

System reboot function enabled successfully.

Event
Use the event command to enter the Event Logging System (ELS) environment so
that you can define the messages that will appear on the console. Refer to
Chapter 8, “Using and Configuring the Event Logging System (ELS)” for
information about ELS.
Syntax: event
Example: event
Event Logging System user configuration
ELS config>
Feature

Use the feature command to access configuration commands for specific router
features outside of the protocol and network interface configuration processes.
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All 2216 features have commands that are executed by:

e Accessing the configuration process to initially configure and enable the
feature, as well as perform later configuration changes.

e Accessing the console process to monitor information about each feature, or
make temporary configuration changes.

The procedure for accessing these processes is the same for all features. The
following information describes the procedure.

Enter a question mark after the feature command to obtain a listing of the features
available for your software release.

Example: feature ?

WRS
BRS
MCF

Feature name or number [1] ?

To access a feature’s configuration prompt, enter the feature command followed by
the feature number or short name. Table 3-4 lists available feature numbers and
names.

Table 3-4. IBM 2216 Feature Numbers and Names
Feature Feature Accesses the following
Number Short Name feature configuration process
0 WRS WAN Restoral/Reroute
1 BRS Bandwidth Reservation
2 MCF MAC Filtering

Example: feature mcf

MAC filtering user configuration

Filter Config>

Once you access the configuration prompt for a feature, you can begin entering
specific configuration commands for the feature. To return to the CONFIG prompt,
enter the exit command at the feature’s configuration prompt.

Syntax: feature feature# OR feature-short-name

Example: feature 2
or
feature MCF

Use the list command to display configuration information for all network interfaces,
or configuration information for the router.

Syntax: list devices
configuration
isdn-address
patches
ppp_users
users
v25-bis-address
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devices
Displays the relationship between an interface number and the hardware
interface. You can also use this command to check that a device was added
correctly issuing the add command.

Example:

list devices

Ifc 0 Token Ring STot: 1 Port: 1
Ifc 1 Token Ring STot: 1 Port: 2
Ifc 2 Token Ring STot: 2 Port: 1
Ifc 3 Token Ring Slot: 2 Port: 2
Ifc 4 Ethernet STot: 4 Port: 1
Ifc 5 Ethernet STot: 4 Port: 2
Ifc 6 Ethernet STot: 5 Port: 1
Ifc 7 Ethernet Slot: 5 Port: 2
Ifc 8 Ethernet Slot: 6 Port: 1
Ifc 9 Ethernet STot: 6 Port: 2
Ifc 10 V.35/V.36 Frame Relay Slot: 8 Port: 0
Ifc 11 V.35/V.36 X.25 Slot: 8 Port: 1
Ifc 12 V.35/V.36 PPP Slot: 8 Port: 2
Ifc 13 V.35/V.36 PPP Slot: 8 Port: 3
Ifc 14 V.35/V.36 PPP Slot: 8 Port: 4
Ifc 15 V.35/V.36 PPP Slot: 8 Port: 5
configuration

Displays configuration information about the router.
Example:

list configuration

Config>list conf

Hostname: -none-

Maximum packet size: -autoconfigured-

Maximum number of global buffers: -autoconfigured-
Console inactivity timer (minutes): O

Physical console login: disabled

System rebooting on error: disabled

System memory dumping: disabled

Contact person for this node: -none-

Location of this node: -none-

Configurable Protocols:

Num Name Protocol

0 IP DOD-IP

3 ARP  Address Resolution

4 DN DNA Phase IV

6 VIN Banyan Vines

7 IPX NetWare IPX

8 0SI  ISO CLNP/ESIS/ISIS

9 DVM Distance Vector Multicast Routing Protocol
10 BGP  Border Gateway Protocol

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

20 SDLC SDLC/HDLC-Relay

22 AP2  AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge
24 HST  TCP/IP Host Services

25 LNM  LAN Network Manager

26 DLS Data Link Switching

27 XTP  X.25 Transport Protocol

Configurable Features:

Num Name Feature

0 WRS  WAN Restoral

1 BRS Bandwidth Reservation
2 MCF MAC Filtering
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129600 bytes of configuration memory free

isdn-address
Displays the current ISDN address configurations.

Example: list isdn-address
Address assigned name Network Address Network Subdial Address
remote site XYZ 1 2345 67 98765
patches

Displays the values of patch variables that have been entered using the
patch command.

Example: list patches
Patched variable Value
ping-size 60
ping-ttl 59
ip-default-ttl 60
ethernet-security 3
rip-static-suppress 3
ppp_users

Lists the complete PPP user data base.

Example: list ppp_users

Config> Tist ppp_users

PPP User Name

haag
dillon

users
Displays the users configured to access the system.

Example: list users
USER PERMISSION
joe operations
mary administrative
peter monitor

v25-bis-address
Displays the current V.25 bis address configurations. The V.25 bis address
configuration consists of the network address and network address name for
a local port (serial line interface) or destination port. The network address is
the telephone number of the local or destination port. The network address
name can be anything, such as the description of the port. For more
information, see Chapter 35, “Using and Configuring the V.25 bis Network
Interface” on page 35-1.

Example: list v25-bis-address
Address assigned name Network Address
v25-1 8982800
v25-2 8980001
westboro 1-666-555-4444
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Network

Patch
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Use the network command to enter the network interface configuration
environment for supported networks. Enter the interface or network number as part
of the command. (To obtain the interface number, use the CONFIG list device
command.) The appropriate configuration prompt (for example, TKR Config>) will
be displayed. See the network interface configuration chapters in this book for
complete information on configuring your types of network interfaces.

Note: Whenever you change a user-configurable parameter, you must reload the
router for the change to take effect. To do so, enter the reload command at the
OPCON prompt (*).

Syntax: network interface#

Example: network 0
TKR config>

Note: Not all network interfaces are user-configurable. For interfaces that you
cannot configure, you receive the message: That network is not
configurable.

Use the patch command for modifying the router’s global configuration. Patch
variables are recorded in nonvolatile configuration memory and take effect
immediately; you do not have to wait for the next restart of the router. This
command should be used only for handling uncommon configurations. Anything
that you commonly configure should still be handled by using the specific
configuration commands. The following is a list of the current patch variables
documented and supported for this release.

Syntax: patch bgp-subnets
dIs-ignore-Ifs
ethernet-security
filter-nr
hdx-delay
ip-default-ttl
ip-mtu
more-lines
mosheap-lowmark
ospf-import-rate
ping-size
ping-ttl
relax-jate
rip-static-suppress

Example: patch ping-size

New value [0]?

bgp-subnets new value
If you want the BGP speaker to advertise subnet routes to its neighbors, set
new value to 1. The default is 0.

New value The new value for the variable that you are patching.
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dis-ignore-Ifs
When set to 1, DLSw ignores the “largest frame” size bits in source-routed
frames when setting up a circuit. This avoids circuit setup problems with
some older LAN products that do not set these bits correctly. The default is
0.

ethernet-security
When set to a non-zero value, zeros the padding that is applied to Ethernet
packets whose data portion is less than the physical minimum of 60 bytes.
This may be required for security reasons. Default: 0.

filter-nr
Allows the NetBIOS “Name Recognized” to be filtered along with the current
list of NetBIOS frames filtered by bridge code. NetBIOS Name filters will pass
all NETBIOS packets that are not one of the following types:
ADD_GROUP_NAME_QUERY, ADD_NAME_QUERY, DATAGRAM,
NAME_QUERY. This parameter adds NAME_RECOGNIZED to the list of
types.

hdx-delay
Enables the | WFC feature of serial device drivers which delays I/O
completion when interface is used in half-duplex mode.

ip-default-ttl
The TTL used in packets that are originated by the router. The default is 64.

Note: It is preferable to set this parameter with the set ttl IP configuration
command. (See the “Set” section of the “Using and Configuring IP”
chapter of Protocol Configuration and Monitoring Reference Volume 1
for Nways Multiprotocol Access Services Version 1 Release 1.) This
patch variable remains for compatibility with configurations from older
releases.

ip-mtu
This parameter limits the IP MTU size to the specified value. When this
parameter is set, the IP MTU size on a given network interface is set to the
lesser of the ip-mtu value and the largest value that network interface's
configured frame size can accommodate.

more-lines
The number of lines to display on the console when listing the IP routing
table, which uses a “more pipe” (}).

mosheap-lowmark
This parameter specifies the percentage of free MOS heap memory, at which
the device notifies the operator that an out-of-memory error is imminent. This
notification allows the operator to take action to free up MOS heap memory
before the device receives an error and stops.

When the operator receives natification, the operator can reconfigure the
router and then reboot, minimizing the outage to the network. Specifying 0 for
this parameter suppresses this warning.

Valid Values: 0 to 100
Default Value: 10

ospf-import-rate
Number of routes imported per second.
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Protocol

ping-size
The size of the data portion (that is, excluding IP and ICMP headers) of the
ICMP ping packet that is sent via the IP>ping command. Default: 56 bytes.
(The size of the ping data can also be entered as a parameter of the ping
command as described in the “Ping” section of the “Monitoring IP” chapter of
Protocol Configuration and Monitoring Reference Volume 1 for Nways
Multiprotocol Access Services Version 1 Release 1.)

ping-ttl
The TTL (time-to-live) sent in pings by the IP>ping command. Default: 64.
(The TTL can also be entered as a parameter of the ping command as
described in the “Ping” section of the “Monitoring IP” chapter of Protocol
Configuration and Monitoring Reference Volume 1 for Nways Multiprotocol
Access Services Version 1 Release 1.)

relax-jate
Relaxes JATE ISDN restriction.

rip-static-suppress
When set to a non-zero value, static routes will not be advertised by RIP over
a given interface unless the IP config> enable send static command is
given for the interface. This changes the semantics of the enable send
static command. When rip-static-suppress is equal to 0 (the default), the list
of the routes advertised via RIP is the union of those specified by the
interface’s RIP flags.

Note: You must specify the complete name of the patch variable that you want to
change. You cannot use an abbreviated syntax for the patch name.

Use the protocol command at the Config> prompt to enter the configuration
environment for the protocol software installed in the router. The protocol
command followed by the desired protocol number or short name lets you enter a
protocol’s command environment. After you enter this command, the prompt of the
specified protocol appears. From the prompt, you can enter commands specific to
that protocol. Table 1-2 on page 1-14 lists examples of protocol numbers and
names. To return to Config>, enter the exit command.

Notes:

1. To see the names and numbers of the protocols in your software load, at the
Config> prompt, enter list configuration

2. When you change a user-configurable parameter, you must restart the router
for the change to take effect. To do so, enter the reload command at the
OPCON prompt (*).

The changes you make through CONFIG are kept in a configuration database
in non-volatile memory and are recalled when you restart the router.

Syntax: protocol prot#

Example: protocol 7
or

protocol ipx

IPX config>
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Use the gconfig command to initiate Quick Config. Quick Config allows you to
configure parameters for bridging protocols, and routing protocols without entering
separate configuration environments.

Syntax: gconfig

Note: For complete information on using the Quick Config software provided with
your router, refer to the IBM 2216 Nways Multiaccess Connector Hardware
Installation Guide.

Use the set command to configure various system-wide parameters.

Syntax: set contact-person . . .
data-link . . .
down-notify . . .
global-buffers
hostname
inactivity-timer
input-low-water
location . . .
packet-size
prompt-level
receive-buffers

contact-person sysContact
Sets the name or identification of the contact person for this managed SNMP
node. There is a limit of 80 characters for the sysContact name length.

This variable is for information purposes only and has no effect on router
operation. It is useful for SNMP management identification of the system.

Example: set contact-person nautilus

data-link type interface#
Select the data link type for a serial interface or a dial circuit interface. The
type can be one of:

« FRAME-RELAY
« PPP

+ SDLC
 SRLY

. V25BIS

¢ X25

Notes:

1. PPP and Frame Relay are the only data-links supported on dial circuit
interfaces.

2. All data-link types can be used on the 8-port EIA 232E adapter, 6-port
V.35/V.36 adapter, and the 8-port X.21 adapter except for V.25bis which
can only be used with the EIA 232E adapter.
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Interface# is the number of the interface you are configuring.
Example: set data-link PPP 3

down-notify interface# # of seconds
Allows the user to specify the number of seconds before declaring an
interface as being down. The normal maintenance packet interval is 3
seconds, and it takes four maintenance failures to declare the interface as
down.

The set down-notify command is used primarily when tunneling LLC traffic
over an IP network using OSPF. If an interface goes down, OSPF cannot
detect it fast enough because of the length of time that it takes for an
interface to be declared down. Therefore, LLC sessions would begin to
timeout. You can set the down-notify timer to a lower value, allowing OSPF
to sense that an interface is down quicker. This enables an alternate route to
be chosen more quickly, which will prevent the LLC sessions from timing out.

Note: If the set down-notify command is executed on one end of a serial
link, the same command must be performed at the other end of the link or the
link may not come up and stay up.

Interface#
The number of the interface you are configuring.

# of seconds
The down notification time value that specifies the maximum time that
will elapse before a down interface is marked as such. Large values will
cause the router to ignore transient connection problems, and smaller
values will cause the router to react more quickly. The range of values
is 1 to 300 seconds and the default is 0, which sets the 3-second
period. Setting the down notification time to O will restore the default
time for that interface.

The list devices command will show the down notification time setting for any
interface that has the default value overridden.

Example: set down-notify 4 3

global-buffers max#
Sets the maximum number of global packet buffers, which are the packet
buffers used for locally originated packets. The default is to autoconfigure for
the maximum number of buffers (up to 1000). To restore the default, set the
value to 0. To display the setting for global-buffers, use the list
configuration command.

Example: set global-buffers 30

hostname
Adds or changes the router name. The router name is for identification only;
it does not affect any router addresses. The name must be:

e Less than 78 characters and is case sensitive

Example: set hostname sales
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inactivity-timer # of min
Changes the setting of the Inactivity Timer. The Inactivity Timer logs out a
user if the remote or physical console is inactive for the period of time
specified in this command. This command affect only consoles that require
login. The default setting of O turns the inactivity timer off, indicating that no
logoff is performed, no matter how long a console remains inactive.

Example: set inactivity-timer 3

input-low-water interface # low # of receive buffers
Allows you to configure the value of the low number of receive buffers, or
packets, on a per-interface basis, thus overriding the default values.

The memory allocation strategy changes to conserve buffers when the
number of free buffers is equal or less than the low or low-water mark value.
When a packet is received, and the current value of the interface is less than
the low water value, then that packet is eligible for flow control (dropping).

The range of values is 1 to 255. The default is both platform and device
specific. Setting the value to O restores the autoconfigured default.

Interface # is the number of the interface you are configuring. Low # of
receive buffers is the low water value.

Lowering the value will make it less likely that packets from this interface will
be dropped when sent on congested networks. However, lowering the value
may negatively affect performance if it drops packets to the extent that the

receive queue is frequently empty. Raising the value has the opposite effect.

Type the QUEUE or BUFFER command at the GWCON prompt (+) to show
the low setting.

Example: set input-low-water 4 7

location sysLocation
Sets the physical location of an SNMP node. There is a limit of 80 characters
for the sysLocation name length. This variable is for information purposes
only and has no effect on router operation. It is useful for SNMP
management identification of the system.

Example: set location atlanta
packet-size max packet size in bytes

Establishes or changes the maximum size of a packet buffer.

Attention:  Use this command only under direct instructions from your
service representative. Never use it to reduce packet size — only to increase
it.

Example: set packet-size

prompt-level user-defined-name
Adds a user-defined name as a prefix to all operator prompts, replacing the
hostname.

The user-defined-name can be any combination of characters, numbers, and
spaces up to 80 characters. Special characters may be used to request
additional functions as described in Table 3-5 on page 3-32.
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3-32

Example: set prompt
What is the new MOS prompt [y]? AnyHost 99
AnyHost 99 Config>

Table 3-5. Additional Functions Provided by the Set Prompt Level Command

Special Function Provided by the Set Prompt Level Command
Characters
$n Displays the hostname. This is useful when you want the

hostname included in the prompt. For example:

Config> set prompt
What is the new MOS prompt [y]? $n
hostname:: Config>

$t Displays the time. For example:

Config> set prompt.
What is the new MOS prompt [y]? $t
02:51:08[GMT-300] Config>

$d Displays the current date-month-year. For example:

Config> set prompt.
What is the new MOS prompt [y]? $d
26-Feb-1997 Config>

$v Displays the software VPD information in the following format:
program-product-number Feature xxxx Vx Rx.x PTFx RPQx

$e Erases one character after this combination within the
user-defined prompt.

$h Erases one character before this combination within the
user-defined prompt.

$_ Adds a carriage return to the user-defined prompt.

$$ Displays the $.

Note: You can combine these commands. For example:

Config> set prompt.
What is the new MOS prompt [y]? $n::$d
hostname: :26-Feb-1997 Config>

receive-buffers interface # max #
Adjusts the number of private receive buffers for most interfaces. The range
is 5 to 255.

Note: This command is not applicable for ISDN Primary Rate Interfaces.
For ISDN PRI, the interface handler determines the value based on
the number of dial circuits configured.

(On some devices, the maximum value is restricted further, as shown in
Table 3-6 on page 3-33.) To restore the default, set the value to 0. The set
receive-buffers command can be used to increase the receive performance
of an interface. In addition, this command can be used to reduce flow control
drops when the router is forwarding many packets from a fast interface to a
slow interface. The effect of this command is visible on the GWCON buffer
command.

Attention:  Use this command only under direct instructions from your
service representative.

Example: set receive-buffers 4 30
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Table 3-6. Default and Maximum Settings for Interfaces

Interface Default Maximum
ATM 80 80

ETH 40 100
Serial 24 60

TKR 40 100

Use the time command to set the 2216 system clock and date, and to display the
values on the user console. These values can then be used to time-stamp ELS
messages.

Note:

The 2216 has a hardware clock that maintains the date and time after

router re-initialization.

Syntax: time host . . .

list
offset
set...
sync . ..

host IP_address

list

Sets the IP address of the RFC 868-compliant host which will be used as the
time source. This is the address of a host which will respond to an empty
datagram on UDP port 37 with a datagram containing the current time.

Example: time host 131.210.1.4

Displays all configured time-related parameters. This includes the current
time (if set) and the source of the time (operator or IP address from which
time was last received).

Example: time Tist
05:20:27 Wednesday December 7, 1994
Set by: operator

Time Host: 131.210.4.1 Sync Interval: 10
seconds
GMT Offset: -300 minutes

offset minutes

Defines the time zone, in minutes, offset from GMT (Greenwich Mean Time).
Note that values west of GMT are negative. For example, EST is 5 hours
earlier than GMT, so the command would be time offset -300 .

Example: time offset
minutes from GMT (-720 to 720) [0]? -300

set <year month date hour minute second>

Prompts you to set the current time. If you do not specify the entire time in
the command, you are prompted for the remaining values. You can change
the date as shown in the following example.
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Update

Example: time set

year [1996] 1997
month [12]?
date [6]? 7
hour [11]? 12
minute [3]?
second [2]?

sync seconds
Sets the period, in seconds, at which the router will poll the time host for the
current time.

Example: time sync 300

Use the unpatch command to restore the values of the patch variables entered
with the patch command to their default values. See the patch command in
“Patch” on page 3-26.

Note: You must specify the long hame of the patch variable to be restored.
Syntax: unpatch variable name

Example: unpatch ethernet-security

Use the update command to update the configuration memory when you receive a
new software load. Follow the instructions on the release notice sent with the
software. The update command is the last command that you enter when loading
new software. After you enter this command, the console displays a message
indicating configuration memory is being updated.

Syntax: update version-of-SRAM

Example: update version-of-SRAM

Updating configuration memory to V15.2 [X104]
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Chapter 4. Performing Change Management Operations

This chapter describes how to use the 2216 change management functions. This
chapter includes the following sections:

e “Understanding Change Management”
* “Using the Trivial File Transfer Protocol (TFTP)”

e “Entering and Exiting Change Management Configuration Environment” on
page 4-2

e “Change Management Configuration Commands” on page 4-2

Understanding Change Management

Change management refers to the handling of software and configuration data for a
2216. This involves:

1. Moving code and configuration data to and from the 2216

2. Moving code and configuration data on the 2216 persistent storage device,
which is currently a disk drive and flash memory

3. Selecting and Activating specific combinations of software and configuration.

The change management functions are available through the Boot config>
environment (available through talk 6), or the firmware should the box be in a
condition where the hard drive does not contain viable software (that is, you cannot
access talk 6). During normal operations, access the change management
functions through the Boot config> prompt.

The 2216 code and configuration data storage resource is divided into areas called
“system banks” (banks for short), each containing a single version of the
operational code and any other ancillary files pertinent to that release of the code.
Up to four configuration files are associated with each bank's software.

The general change management model of the 2216 is to introduce new code and
or configuration data to the system while the system runs at its present level and
then activate the changed code or configuration data set later. If for some reason
the new code or configuration does not function as expected, you have the ability to
revert to the previous version of the configuration.

Using the Trivial File Transfer Protocol (TFTP)

TFTP is a file transfer protocol that runs over the Internet UDP protocol. This
implementation provides multiple, simultaneous TFTP file transfers between a
2216's non-volatile configuration memory, image bank, and remote hosts.
TFTP allows you to:

e Get a configuration file from a server to a 2216

e Put a configuration file from a 2216 to a server

TFTP transfers involve a client node and a server node. The client node generates
a TFTP Get or Put request onto the network. The 2216 acts as a client node by
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generating TFTP requests from the 2216 console using the Boot config> process
tftp command.

The client can transfer a copy of a configuration file or image file stored in an
image bank of a server.

The server is any device (for example, a personal computer or workstation) that
receives and services the TFTP requests. When the 2216 acts as a server,
transfers are transparent to the user. Use the ELS subsystem TFTP message log
to view the transfer in progress.

Entering and Exiting Change Management Configuration Environment

To enter the change management configuration command environment, use the
CONFIG boot command. When the router’s software is initially loaded, it is
running in the OPCON process, signified by the * prompt. From the * prompt:

1. Enter talk 6.
2. At the Config> prompt, type boot .

3. At the Boot config> prompt, type ?. The following appears:

ADD description

COPY software
DESCRIBE software
ERASE software

LIST software

LOCK Config file

SET boot information
TFTP software
UNLOCK Config file
EXIT

To return to the CONFIG process, type exit.

Change Management Configuration Commands

This section describes the Change Management Configuration commands. Each
command includes a description, syntax requirements, and an example. Table 4-1
on page 4-3 summarizes the Change Management Configuration commands.

After accessing the Change Management Configuration environment, enter the
configuration commands at the Boot config> prompt.
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? (Help)

Change Management Commands

Table 4-1. Change Management Configuration Commands

Command Function

? (Help) Displays a list of the commands available from that prompt
level.

Add Adds an optional description to a configuration file.

Copy Copies boot files and configuration files to or from banks.

Describe Displays information about the stored loadfile images.

Erase Erases a stored image or a configuration file.

List Displays information about load images and configuration
files.

Lock Prevents the device from overwriting the selected
configuration with any other configuration.

Set Selects code bank and configuration to be used.

TFTP Initiates TFTP file transfers between 2216 remote servers.

Unlock Removes the lock from a configuration allowing the

configuration to be updated by the device.

Exit Leaves the Change Management Configuration
environment and returns to the CONFIG process.

Use the ? (help) command to list the commands that are available from the current
prompt level. You can also enter a ? after a specific command name to list its
options.

Syntax: ?

Example: Boot config>?

ADD description

COPY software
DESCRIBE software VPD
ERASE software

LIST software status
LOCK Config File

SET boot information
TFTP software

UNLOCK Config File
EXIT
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Add

4-4

Use the add command to add an optional description to a configuration file.

Syntax: add configuration file load image description

Example: Boot config> add

LR LT BankA ----------- Fommmm - Description ---------- Fommm - Date ------- +
IMAGE - NONE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:39
CONFIG 4 - AVAIL 01 Jan 1970 01:52

Fommm - BankB ----------- Fommmm - Description ---------- tommm - Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:30
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

oo e oo +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]

Select the source configuration: (1, 2, 3, 4): [1] 3
Enter the description of the file: () New config for today
Attempting to set description for bank A configuration 3.

Operation completed successfully.

Boot config>list

ECEEE T BankA ----------- Fommmmmem Description ---------- RCEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:58
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE New config for today 09 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 01:05

Fommem BankB ----------- Fommmmmeem Description ---------- Fommmem Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

R ittt e - Fo e +
* - Last Used Config L - Config File is Locked

Nways MAS V1R1 Software User's Guide



COPY

Use the copy command to copy configuration files and image files to and from

image banks.

Change Management Commands

Syntax: copy configuration [file]

load [image]

Example: Boot config>copy load

IMAGE - AVAIL
CONFIG 1 - AVAIL

Fommmem BankA ----------- R Description ---------- Fommmem Date ------- +
01 Jan 1970 00:01
test config for pubs 01 Jan 1970 01:26
test config for pubs 01 Jan 1970 01:13

CONFIG 2 - AVAIL
CONFIG 3 - AVAIL
CONFIG 4 - AVAIL

IMAGE - ACTIVE

CONFIG 1 - AVAIL
CONFIG 2 - AVAIL
CONFIG 3 - AVAIL

Fommmem BankB -----------

CONFIG 4 - ACTIVE

* - Last Used Config

Select the source bank:

L - Config File is Locked

(A, B): [A]l b

Select the destination bank: (A, B): [B] a
Copy SW Toad image from: bank B

to: bank A.

Operation completed successfully.

Example: Boot config>copy configuration

IMAGE - CORRUPT
CONFIG 1 - AVAIL

Fommmem BankA ----------- Fommmmmme Description ---------- Fommmem Date ------- +
01 Jan 1970 00:01
test config for pubs 01 Jan 1970 01:26
test config for pubs 01 Jan 1970 01:13

CONFIG 2 - AVAIL
CONFIG 3 - AVAIL
CONFIG 4 - AVAIL

IMAGE

CONFIG 1 - AVAIL
CONFIG 2
CONFIG 3 - AVAIL

CONFIG 4 - ACTIVE =

BankB --------=-- +
- ACTIVE

AVATL

* - Last Used Config

Select the source bank: (

Select the

Select the destination ban
Select the destination con
Copy SW configuration from: bank A, configuration 1

t

L - Config File is Locked

A, B): [A]

source configuration: (1, 2, 3, 4): [1]

k: (A, B): [B]
figuration: (1, 2, 3, 4): [1]

0: bank B, configuration 1.

/hd0/sys0/CONFIGO --> /hd@/sys1/CONFIGO

Operation completed successfully.

If the copy fails you may receive one of the following messages:

Error:

Active bank cannot be overwritten or erased.
You attempted to copy a configuration into the image currently in use by the
2216.
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Error: File copy failed.
This condition occurs when the copy operation fails for reasons other than
copying to the active configuration. The most common cause is specifying
the same source and destination configurations. When you list (see “LIST” on
page 4-9) the configurations, CORRUPT appears next to the bank that is
damaged.

DESCRIBE command

Use the describe command to display information about a stored image.
Syntax: describe
Example: Boot config>describe

| BANK A | BANK B |
| Product ID - 5765-B87 | Product ID - 5765-B87 |
| version 1 Release 1 | Version 1 Release 1 |
| Maint. 0 PTF 0 | Maint. 0 PTF 0 |
| Feat. 2801 RPQ 0 | Feat. 2801 RPQ 0 |
| pate 31 Dec 1996 | Date 31 Dec 1996 |

ERASE command

Use the erase command to erase a stored image or a configuration file.
Syntax: erase configuration [file]
load [image]

config or load
Erases a configuration image or a boot image. Enter the config or the boot
image number that contains the load after the erase command.

Example: Boot config>erase load
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Fommm - BankA ----------- Fommmm - Description ---------- Fommm - Date -------
IMAGE - CORRUPT 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 01:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

Fommem BankB -------—mcetommmmemem Description ----------t-cu-on Date -------
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fmm o e e o R +
* - Last Used Config L - Config File is Locked

Select the bank to erase: (A, B): [A] a

Erase SW load image from bank A.

Operation completed successfully.

Boot config>list

LR T BankA ----------- R Description ---------- tommm - Date -------
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

Fommem BankB -------=--cmtommmmmmem Description ----------t-cuuon Date -------
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fmm e i mm e oo S +

* - Last Used Config

Change Management Commands

L - Config File is Locked

Chapter 4. Performing Change Management Operations

4-7



Change Management Commands

4-8

Example: Boot config>erase configuration

EEEEE T BankA ----------- R Description ---------- tommm - Date ------- +
IMAGE - NONE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 01:26
CONFIG 4 - AVAIL 01 Jan 1970 01:39

Fommmm BankB ----------- Fommmmmem Description ---------- EECEEE Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fmm e Fmmm e oo S +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]
Select the configuration to erase: (1, 2, 3, 4): [1] 3
Erase SW configuration file from bank A, configuration 3.

Operation completed successfully.

Boot config>list

Fommmm- BankA ----------- Fommmm - Description ---------- LR Date ------- +
IMAGE - NONE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:14
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

LR T BankB ----------- R Description ---------- tommm - Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

oo oo S +
* - Last Used Config L - Config File is Locked

Notice that the list command displays NONE by bank A, config 3.

If the erasure fails, a message indicating the failure appears on the console along
with the banks that failed.
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Use the list command to display information about which load images and
configuration files are available and active.

Syntax: list

Example: Boot config>list

Fommem BankA ----------- Fommmmmeem Description ---------- Fommmem Date ------- +
IMAGE - AVAIL 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - AVAIL 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:39

EEEEEEE) BankB ----------- Fommmm - Description ---------- Fommmm- Date ------- +
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fomm e - e Fomm +
* - Last Used Config L - Config File is Locked

The following are the possible file status descriptors:

ACTIVE
The file is currently loaded and is running on the 2216
AVAIL
This is a valid file that can be made ACTIVE.
CORRUPT
The file was damaged or not loaded into the 2216 completely. The file must
be replaced.
LOCAL

The file will be used only on the next reload or reset. After the file is used, it
will be placed in AVAIL state.

PENDING
This file will be loaded on the next reload, reset, or power-up of the 2216.
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LOCK

Use the lock command to prevent the device from overwriting the selected
configuration with any other configuration.

Syntax: lock

Example: Boot config>lock

Fommem BankA ----------- Fommmmmeem Description ---------- Fommmem Date ------- +
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:26
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

EEEEEEE) BankB ----------- Fommmm - Description ---------- Fommmm- Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fomm e - e Fomm +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]
Select the source configuration: (1, 2, 3, 4): [1] 4
Attempting to Tock bank A and configuration 4.

Operation completed successfully.

Boot config>list

Fommmmm BankA ----------- LR Description ---------- RCEEEE Date ------- +
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL L 01 Jan 1970 00:26

Fommem BankB ----------- Fommmmmeem Description ---------- Fommmem Date ------- +
IMAGE - ACTIVE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

R ittt o - Fo +
* - Last Used Config L - Config File is Locked
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Use the set command to select the code bank and the configuration to use and the
duration of use. The valid durations are:

once

The configuration is active for the next boot only.

always The configuration is active for all subsequent boots until changed again.

Syntax: set

Example: Boot config>set

Fommem BankA ----------- Fommmmmem Description ---------- EEEEEE Date -------
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

ECEEE T BankB --------mmotommmmom Description --------=-t--u--- Date -------
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

S Fomm e oo +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A] b

Select the source configuration: (1, 2, 3, 4): [1] 4

Select the duration to use for booting: (once, always): [always]

Set SW to boot using bank B and configuration 4, always.

Operation completed successfully.

Boot config>list

LR T BankA ----------- Fommmm - Description ---------- Fommm - Date -------
IMAGE - NONE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:26

Fommm - BankB -------—--—t-mem- Description --------=-+-—---- Date -------
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

oo oo S +

* - Last Used Config

L - Config File is Locked

Chapter 4. Performing Change Management Operations

4-11



Change Management Commands

TFTP command

Use the tftp command to initiate TFTP file transfers between 2216 remote servers.

Syntax:

tftp get config
Toad

put config
load

Example: Boot config>tftp get load

Fommm - BankA ----------- Fommmm - Description ---------- tommmm- Date ------- +
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:01
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:14

EEEEEEE BankB ----------- EEEEEE R Description ---------- EECEEE Date ------- +
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

e Fmmmm o Fommm e +
* - Last Used Config L - Config File is Locked

Specify the server IP address (dotted decimal): : [1.2.3.4] 192.9.200.1
Specify the remote file name: : (load.img) /usr/2216load/c200-rtr.img
Select the destination bank: (A, B): [A] a
TFTP SW Toad image

get:  /usr/22161oad/c200-rtr.img

from: 192.9.200.1

to: bank A.

Operation completed successfully.

UNLOCK

Use the unlock command to allow the device to overwrite the selected
configuration that was previously locked.

Syntax: unlock

Example: Boot config>unlock
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Exit

Fommm - BankA ----------- Fommmm - Description ---------- Fommm - Date -------
IMAGE - NONE 01 Jan 1970 01:03
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:13
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL L 01 Jan 1970 00:26

Fommem BankB -------—mcetommmmemem Description ----------t-cu-on Date -------
IMAGE - ACTIVE 01 Jan 1970 00:01
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

Fmm o e e o R +
* - Last Used Config L - Config File is Locked

Select the source bank: (A, B): [A]

Select the source configuration: (1, 2, 3, 4): [1] 4

Attempting to unlock bank A and configuration 4.

Operation completed successfully.

Boot config>list

Fommm - BankA ----------- Fommmm - Description ---------- tommm - Date -------
IMAGE - NONE
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:01
CONFIG 2 - AVAIL = test config for pubs 01 Jan 1970 01:13
CONFIG 3 - NONE 01 Jan 1970 00:58
CONFIG 4 - AVAIL 01 Jan 1970 00:14

EEEEE T BankB ---------motommmmoo Description ----------t------ Date -------
IMAGE - ACTIVE 01 Jan 1970
CONFIG 1 - AVAIL test config for pubs 01 Jan 1970 00:54
CONFIG 2 - AVAIL 01 Jan 1970 00:01
CONFIG 3 - AVAIL 01 Jan 1970 00:14
CONFIG 4 - ACTIVE = 01 Jan 1970 00:24

e Fmmmm o Fommm e +

* - Last Used Config

Change Management Commands

L - Config File is Locked

Use the exit command to leave the current process command level and return to
the previous process level.

Syntax: exit

Example: exit

Chapter 4. Performing Change Management Operations
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Accessing Firmware

Chapter 5. Accessing the Firmware from the Command Line
Interface

This section covers boot options that can be set from the Firmware and
Operational command prompt. For information about file transfer and file
management, refer to IBM 2216 Nways Multiaccess Connector Hardware
Installation Guide.

The 2216 is designed to boot from one of the integrated image banks. With the
hard drive installed, the 2216 has two image banks that can be used to IML or boot
the device. The 2216 also has options to come up in Attended or Unattended
mode. Attended mode requires direct interaction with a user at a console attached
on the serial port.

The device can be booted from the hard drive, known as Bank A and B.

Accessing the Firmware Prompt
Before booting the 2216, note the following:

e You will need a terminal or IP workstation connected to the 2216. This can be
a VT100 TTY device connected directly through the serial port. You can
connect an IP workstation using SLIP to connect into the 2216. The default
2216 IP address is 10.1.1.2 and the workstation address should be 10.1.1.3.

Important; To access the Firmware prompt, you can stop the 2216 boot; to stop it,
you must have a TTY console directly attached to the serial port. When the 2216
starts its boot sequence, press from the console to interrupt the boot
sequence.

Another way to control booting is to configure the 2216 to come up in Attended
mode. Attended mode can be configured from the Firmware command set.

Boot Options Available for the 2216

The 2216 can be configured for Unattended mode. In Unattended mode, you must
have chosen which load image and which configuration to load. You are provided
with two banks to choose among. The structure of the image banks is as follows:

e IMAGE - Status of image

CONFIG 1 - Status of Config
CONFIG 2 - Status of Config
CONFIG 3 - Status of Config
CONFIG 4 - Status of Config

See “LIST” on page 4-9 for a description of file statuses.
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Attended Mode

When the 2216 is configured to come up in Attended mode, you are given access
to the Firmware command set. From this level of commands, you can select the
Image Bank from which to load and the config. You can at this point load new
config files or image files. This connection is either a TTY or Telnet connection.
You can transfer files using the Xmodem protocol for TTY or TFTP for IP
connections.

In Attended mode, you can start booting the 2216 by pressing F9 or <Esc>9 to
start the operating system.

Unattended Mode

This is the normal mode for the 2216. It will come up on the Active, Local, or
Pending image and config based on your choice.
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Chapter 6. The GWCON (Monitoring) Process and Commands

This chapter describes the GWCON process and includes the following sections:
e “What is GWCON?"
e “Entering and Exiting GWCON” on page 6-2
e “GWCON Commands” on page 6-2

What is GWCON?

The Gateway Console (monitoring) process, GWCON (also referred to as
CGWCON), is a second-level process of the router user interface.

Using GWCON commands, you can:

e List the protocols and interfaces currently configured in the router.

e Display memory and network statistics.

e Set current Event Logging System (ELS) parameters.

e Test a specified network interface.

e Communicate with third-level processes, including protocol environments.
e Enable and disable interfaces.

GWCON fits into the router software structure as shown in Figure 6-1.

Router Software Processes

)
OPC*:ON
talk 6 talk 5 talk 2
config GWCON MOSDBG MONITR
CONFIG > +

ELS Messages

Figure 6-1. GWCON in the Router Software Structure

The GWCON command interface is made up of levels called modes. Each mode
has its own prompt. For example, the prompt for the IP protocol is IP>.
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If you want to know the process and mode you are communicating with, press
Return to display the prompt. Some commands in this chapter, such as the
network and protocol commands, allow you to access the various modes in
GWCON.

Entering and Exiting GWCON

To enter the GWCON command environment from OPCON and obtain the
GWCON prompt:

1. At the OPCON prompt, enter the status command to find the process ID (PID)
of GWCON.

* status
For sample output of the status command see “Status” on page 2-8.

2. Enter the talk command and the PID for GWCON to get to the GWCON
prompt.
* talk 5

The console displays the GWCON prompt (+). If the prompt does not appear,
press Return. Now, you can enter GWCON commands.

To return to OPCON, enter the OPCON intercept character. (The default is

a)

GWCON Commands

6-2

This section contains the GWCON commands. Each command includes a
description, syntax requirements, and an example. The GWCON commands are
summarized in Table 6-1.

To use the GWCON commands, access the GWCON process by entering talk 5
and enter the GWCON commands at the (+) prompt.

Table 6-1 (Page 1 of 2). GWCON Command Summary

Command Function

? (Help) Lists the GWCON commands.

Buffer Displays information about packet buffers assigned to each
interface.

Clear Clears network statistics.

Configuration Lists status of the current protocols and interfaces.

Disable Takes the specified interface off line.

Error Displays error counts.

Event Enters the Event Logging System environment.

Feature Provides access to console commands for independent router
features outside the usual protocol and network interface console
processes.

Interface Displays network hardware statistics or statistics for the specified
interface.

Memory Displays memory, buffer, and packet data.
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Table 6-1 (Page 2 of 2). GWCON Command Summary

Command Function

Network Enters the console environment of the specified network.
Protocol Enters the command environment of the specified protocol.
Queue Displays buffer statistics for a specified interface.

Statistics Displays statistics for a specified interface.

Test Enables a disabled interface or tests the specified interface.

? (Help)
Use the ? (help) command to list the commands that are available from the current
prompt level. You can also enter a ? after a specific command name to list its
options.

Syntax: ?

Example: ?

BUFFER statistics
CLEAR statistics
CONFIGURATION of gateway
DISABLE interface
ERROR counts

EVENT logging

FEATURE commands
INTERFACE statistics
MEMORY statistics
NETWORK commands
PROTOCOL commands
QUEUE Tengths
STATISTICS of network
TEST network

Example: protocol ?

P
ARP
DNA
VINES
IPX
0SI
DVMRP
BGP
SNMP
OSPF
SDLC Relay
AP2
ASRT
HST
LNM
DLSW
XTP

Buffer

Use the buffer command to display information about packet buffers assigned to
each interface.

Note: Each buffer on a device is the same size and is dynamically built. Buffers
vary in size from one device to another.

To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.

Syntax: buffer network#
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Example: buffer

Input Buffers: Buffer sizes:
Nt Interface Req Alloc Low Curr Hdr Wrap Data Trail Total Bytes Alloc
0 TKR/O 20 20 7 0 109 92 2052 7 2260 45200
1 PPP/O 20 20 7 20 109 92 2052 7 2260 45200
2 PPP/1 10 10 4 9 108 92 2048 O 2248 22480
Nt Network interface number associated with the software.
Interface Type of interface.
Input Buffers:
Req Number of buffers requested.
Alloc Number of buffers allocated.
Low Low water mark (flow control).
Curr Current number of buffers on this device. The value will be 0 if the

device is disabled. When a packet is received, if the value of Curris
below Low, then the packet is eligible for flow control. (See the
gueue command for conditions.)

Buffer Sizes:

Har Sum of the maximum hardware, MAC, and data link headers.

Wrap Allowance given for MAC, LLC, or Network layer headers due to
protocol wrapping.

Data Maximum data link layer packet size.

Trail Sum of the largest MAC and hardware trailers.

Total Overall size of each packet buffer.

Bytes Alloc  Amount of buffer memory for this device. This value is determined
by multiplying the values of Alloc x Total.

Clear
Use the clear command to delete statistical information about one or all of the
router’s network interfaces. This command is useful when tracking changes in
large counters. Using this command does not save space or speed up the router.
Enter the interface (or net) number as part of the command. To get the interface
number, use the GWCON configuration command.
Syntax: clear interface#
Example: clear 1

Clear network statistics? (Yes or No):
Configuration

Use the configuration command to display information about the protocols and
network interfaces. The output is displayed in three sections, the first section lists
the router identification, software version, boot ROM version, and the state of the
auto-boot switch. The second and third sections list the protocol and interface
information.
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configuration

configuration

Multiprotocol Access Services

5765-B87 Feature 2802 V1 R1.0 PTF O RPQ 0

10
11
12
22
23
26
27
28
30

Num
2

BGP
SNMP
OSPF
AP2
ASRT
DLS
XTP
APPN
APPN

Name
MCF

Protocol

DOD-IP

Address Resolution

DNA Phase IV

Banyan Vines

NetWare IPX

Border Gateway Protocol

Simple Network Management Protocol
Open SPF-Based Routing Protocol
AppleTalk Phase 2

Adaptive Source Routing Transparent Enhanced Bridge
Data Link Switching

X.25 Transport Protocol

Advanced Peer-to-Peer Networking [HPR]
Advanced Peer-to-Peer Networking [ISR]

Feature
MAC Filtering

16 Networks:

Net Interface MAC/Data-Link Hardware
0 TKR/O Token-Ring/802.5 Token-Ring
1 TKR/1 Token-Ring/802.5 Token-Ring
2 TKR/2 Token-Ring/802.5 Token-Ring
3 TKR/3 Token-Ring/802.5 Token-Ring
4 Eth/0 Ethernet/IEEE 802.3  Ethernet
5 Eth/1 Ethernet/IEEE 802.3 Ethernet
6 Eth/2 Ethernet/IEEE 802.3  Ethernet
7  Eth/3 Ethernet/IEEE 802.3  Ethernet
8 Eth/4 Ethernet/IEEE 802.3  Ethernet
9 Eth/5 Ethernet/IEEE 802.3 Ethernet
10 FR/0 Frame Relay V.35/V.36
11 X25/0 X.25 V.35/V.36
12 PPP/0 Point to Point V.35/V.36
13 PPP/1 Point to Point V.35/V.36
14 PPP/2 Point to Point V.35/V.36
15 PPP/3 Point to Point V.35/V.36

¢ The configured protocols are listed, followed by the configured features.

The first line lists the product name.

The second line lists the program/product number, Feature Number, Version,
Release, PTF and RPQ information.

Protocols:

Num

Number that is associated with the protocol.

Name

Abbreviated name of the protocol.

Protocol

Full name of the protocol.
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Features:

Num
Number associated with the feature.

Name
Abbreviated name of the feature.

Feature
Full name of the feature.

Networks:

Net
Network number that the software assigns to the interface. Networks are
numbered starting at 0. These numbers correspond to the interface
numbers discussed under the CONFIG process.

Interface
Name of the interface and instance of this type of interface.

MAC/Data Link
Type of MAC/Data link configured for the interface.

Hardware
Specific kind of interface by hardware type.

State
Current state of the network interface.

Testing Indicates that the interface is undergoing a self-test.
Occurs when the router is first started, when a problem is
detected on the interface, or when the test command is
used. (The enable slot command can also be used to
initiate a self-test of all interfaces on an adapter.)

When an interface is operational, the interface periodically
sends out maintenance packets and/or checks the
physical state of the port or line to ensure that the
interface is still functioning properly. If the maintenance
fails, the interface is declared down and a self-test is
scheduled to run in 5 seconds. If a self-test fails, the
interface transitions to the down state and the interval until
the next self-test is increased up to a maximum of 2
minutes. If the self-test is successful, the network is

declared up.
Up Indicates the interface is operational.
Down Indicates that the interface is not operational and has

failed a self-test. The network will periodically transition to
the testing state to determine if the interface can become
operational again.

Disabled Indicates that the interface is disabled. An interface can
be disabled by the following methods:

¢ An interface can be configured as disabled using the
CONFIG disable command. Each time that the
router is re-initialized, the interface's initial state will be
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Available

Not Present

HW Failure

Diagnostics
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disabled. It will remain in the disabled state until an
action is taken to enable it.

¢ An interface can be disabled using the GWCON
disable command. This method is temporary
because the interface will revert to its configured state
(enabled or disabled) when the router is re-initialized.

¢ The network manager can disable the interface
through SNMP. This method is temporary because
the interface will revert to its configured state (enabled
or disabled) when the router is re-initialized.

When an interface is disabled, it remains disabled until
one of the following methods is used to enable it:

e The GWCON test command is used to start a self-test
of the interface.

¢ The GWCON enable slot command is used to start a
self-test on all interfaces on an adapter.

¢ The network manager initiates a self-test of the
interface through SNMP.

WAN Reroute also can change the state of a disabled
interface. If an interface is configured as an alternate
interface for WAN Reroute and its configured state is
disabled, WAN Reroute will start a self-test of the interface
when the primary interface goes down. When the primary
interface is operational and stable again, WAN Reroute
puts the alternate interface back to its configured state.
Refer to Chapter 40, “The WAN Reroute Feature” on
page 40-1 for more information.

Indicates that the interface has been configured as a
secondary WAN Restoral interface and it is available to
back up the primary interface.

Indicates that the interface's adapter is not plugged in or
that the configured adapter type does not match the
adapter type that is actually present in the slot.

Not Present is also used as the state for a null device.

Indicates that there is an unrecoverable hardware error for
the interface's hardware.

Indicates that hardware diagnostics are running.

Use the disable command to take a network interface off-line, making the interface
unavailable. This command immediately disables the interface. You are not
prompted to confirm, and no verification message displays. If you disable an
interface with this command, it remains disabled until you use the GWCON test
command or an OPCON restart or reload command to enable it.

Enter the interface, or net number as part of the command. To obtain the interface
number, use the GWCON configuration command.
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Error

Event

Note: This command may not be accepted during interface self-testing. In this
case, one of the following messages will be displayed:

Network is already undergoing test, cancelling further testing
Network is already undergoing test, cannot disable now
Try the disable command again later.

Syntax: disable interface#

Example: disable 1

Use the error command to display error statistics for the network. This command
provides a group of error counters.

Syntax: error

Example: error

Input  Input Input Input Output Output
Nt Interface Discards Errors Unk Proto Flow Drop Discards Errors
0 TKR/0 0 0 0 0 0 0
1 PPP/0 0 0 0 0 0 0
2 PPP/1 0 0 0 0 0 0
Nt Network interface number associated with the software.
Interface Type of interface.

Input Discards  Number of inbound packets which were discarded even though
no errors were detected to prevent their being deliverable to a
higher-layer protocol. The packets may have been discarded to
free buffer space.

Input Errors Number of packets that were found to be defective at the data
link.

Input Unk Proto Number of packets received for an unknown protocol.
Input Flow Drop Number of packets received that are flow controlled on output.

Output Discards Number of packets that the router chose to discard rather than
transmit due to flow control.

Output Errors Number of output errors, such as attempts to send over a
network that is down or over a network that went down during
transmission.

Note: The sum of the discarded output packets is not the same as input flow
drops over all networks. Discarded output may indicate locally originated packets.

Use the event command to access the Event Logging System (ELS) console
environment. This environment is used to set up temporary message filters for
troubleshooting purposes. All changes made in the ELS console environment will
take effect immediately, but will go away when the router is reinitialized. See
Chapter 8, “Using and Configuring the Event Logging System (ELS)” for
information about the Event Logging System and its commands. Use the exit
command to return to the GWCON process.

Syntax: event
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Example: event

Use the feature command to access console commands for specific 2216 features
outside of the protocol and network interface console processes.

Enter a question mark after the feature command to obtain a listing of the features
available for your software release. For example:

feature ?

To access that feature’s console prompt, enter the feature command at the
GWCON prompt followed by the feature number or short name. Table 3-4 on
page 3-23 lists available feature numbers and names.

Once you access the prompt for that feature, you can begin entering specific
commands to monitor that feature. To return to the GWCON prompt, enter the exit
command at the feature’s console prompt.

Syntax: feature feature# OR feature-short-name

Example: feature 1
or
feature brs

Reservation console>

Use the interface command to display statistical information about the network
interfaces (for example, Ethernet or Token-Ring). This command can be used
without a qualifier to provide a summary of all the interfaces (shown in the following
output) or with a qualifier to reveal detailed information of one specific interface.

Descriptions of detailed output for each type of interface are provided in the specific
interface Monitoring chapters found in this guide. To obtain the interface number,
use the GWCON configuration command.

Syntax: interface interface#

Example: interface

Self-Test Self-Test Maintenance

Nt Nt' Interface Slot-Port Passed Failed Failed
0 0 TKR/0 STot: 1 Port: 1 1 0 0
11 TKR/1 STot: 1 Port: 2 2 1 0
2 2 TKR/2 STot: 2 Port: 1 2 1 0
3 3 TKR/3 STot: 2 Port: 2 2 1 0
4 4 Eth/0 Slot: 4 Port: 1 1 0 0
5 5 Eth/1 Slot: 4 Port: 2 1 0 0
6 6 Eth/2 Slot: 5 Port: 1 1 0 0
7 7 Eth/3 Slot: 5 Port: 2 3 2 2
8 8 Eth/4 STot: 6 Port: 1 1 0 0
9 9 Eth/5 STot: 6 Port: 2 5 4 1
10 106 FR/0O STot: 8 Port: 0 2 1 0
11 11 X25/0 STot: 8 Port: 1 1 0 0
12 12 PPP/0 STot: 8 Port: 2 2 1 0
13 13 PPP/1 Slot: 8 Port: 3 1 0 0
14 14  PPP/2 Slot: 8 Port: 4 1 0 0
15 15  PPP/3 Slot: 8 Port: 5 1 0 0

Note: The display varies depending on the device.
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Nt Global interface number.

Nt' Reserved for dial circuit use. Interface number of the
physical network interface that the dial circuit uses.

Interface Interface name.
Slot-Port Slot number and port number of the interface.
Self-Test Passed Number of times self-test succeeded (state of interface

changes from down to up).

Self-Test Failed Number of times self-test failed (state of interface changes
from up to down).

Maintenance Failed Number of maintenance failures.

Memory

Use the memory command to display the current CPU memory usage in bytes, the
number of buffers, and the packet sizes.

To use this command, free memory must be available. The number of free packet
buffers may drop to zero, resulting in the loss of some incoming packets; however,
this does not adversely affect router operations. The number of free buffers should
remain constant when the router is idle. If it does not, contact your service
representative.

Syntax: memory

Example: memory
Total Reserve Never Perm Temp Prev
Alloc Alloc Alloc Alloc
Heap memory 5463895 201824 5065383 328344 375856 22656

Number of global buffers: Total = 294, Free = 287, Fair = 57, Low = 58

Global buff size: Data = 4478, Header = 128, Wrap = 92, Trailer = 19

Total = 4700

Heap memory: Amount of memory used to dynamically allocate data
structures.

Total Total amount of space available for allocation for
memory.

Reserve Minimum amount of memory needed by the currently
configured protocols and features.

Never Alloc Memory that has never been allocated.

Perm Alloc Memory requested permanently by router tasks.

Temp Alloc Memory allocated temporarily to router tasks.

Prev Alloc Memory allocated temporarily and returned.

Number of global buffers:

Total Total number of global buffers in the system.

Free Number of global buffers available.

Fair Fair number of buffers for each interface. (See Low

below.)
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Low The number of free buffers at which the allocation
strategy changes to conserve buffers. If the value of
Free is less than Low, then buffers will not be placed on
any queue that has more than the Fair number of

buffers in it.

Global buff size: Global buffer size.

Data Maximum data link packet size of any interface.

Header Sum of the maximum hardware, MAC, and data link
headers.

Wrap Allowance given for MAC, LLC, or Network layer
headers due to protocol wrapping.

Trailer Sum of the largest MAC and hardware trailers.

Total Overall size of each packet buffer

Use the network command to enter the console environment for supported
networks, such as X.25 networks. This command obtains the console prompt for
the specified interface. From the prompt, you can display statistical information,
such as the routing information fields for Token-Ring networks.

At the GWCON prompt (+), enter the configuration command to see the protocols
and networks for which the router is configured. See “Configuration” on page 6-4
for more information on the configuration command.

Enter interface at the + prompt for a display of the networks for which the router is
configured.

Enter the GWCON network command and the number of the interface you want to
monitor. For example:

+network 3
X.25>

In the example, the X.25> prompt is displayed. You can then view information
about the X.25 interface by entering the X.25 monitoring commands.
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Protocol

Exiting the Interface Console Process

To exit the interface console process and return to the OPCON process:

1. Return to the GWCON process by entering the exit command. For example:
>X.25>exit

2. Return to the OPCON process by entering the OPCON intercept character.
(B33l L is the default intercept character.)

After identifying the interface number of the interface you want to monitor, for
interface-specific information, see the monitoring chapter in this manual for the
specified network or link-layer interface. Console support is offered for the
following network and link-layer interfaces:

e Ethernet

e Frame Relay

e PPP

e SDLC

¢ SDLC Relay (SRLY)
e Token Ring

e V.25 bis

e X.25

e ATM

e ISDN

Syntax: network interface#

Example: network 2
ETH>

Use the protocol command to communicate with the router software that
implements the network protocols installed in your router. The protocol command
accesses a protocol’'s command environment. After you enter this command, the
prompt of the specified protocol appears. From the prompt, you can enter
commands that are specific to that protocol.

Enter the protocol number or short name as part of the command. To obtain the
protocol number or short name, enter the CONFIG command environment
(Config=>), and then enter the list configuration command. See “Entering and
Exiting CONFIG” on page 3-6 for instructions on accessing Config>. To return to
GWCON, enter exit.

See the corresponding monitoring chapter in this manual or in the Protocol
Configuration and Monitoring Reference for information on a specific protocol’s
console commands.

Syntax: protocol prot#

Example: protocol 7
1PX>

The following table lists examples of protocol humbers and names.
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Protocol Protocol Short Name Accesses the following protocol process

Number

0 IP IP (Internet Protocol)

3 ARP ARP (Address Resolution Protocol)

4 DN DNA Phase IV

6 VIN Banyan VINES

7 IPX IPX (Novell NetWare Internetwork Packet
Exchange)

8 oSl ISO CLNP/ESIS/ISIS

9 DVMRP Distance Vector Multicast Routing Protocol

10 BGP Border Gateway Protocol

11 SNMP SNMP (Simple Network Management Protocol)

12 OSPF OSPF (Open Shortest Path First)

20 SDLC SDLC Relay

22 AP2 AppleTalk Phase 2

23 ASRT Adaptive Source Routing Transparent Bridge

24 HST TCP/IP Host Services

25 LNM LAN Network Manager

26 DLSW Data Link Switching

27 XTP X.25 Transport Protocol

28 APPN HPR APPN High Performance Routing

30 APPN ISR APPN Intermediate Session Routing

Use the queue command to display statistics about the length of input and output
gueues on the specified interfaces. Information about input and output queues
provided by the queue command includes:

e The total number of buffers allocated
e The low-level buffer value
e The number of buffers currently active on the interface.

To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.

Syntax: queue interface#

Example: queue
Input Queue Output Queue

Nt Interface Alloc Low Curr Fair Curr

0 Eth/0 30 10 30 30 1

1 PPP/O 24 4 24 4 0

2 FR/O 24 4 24 5 0
Nt Network interface number associated with the software.
Interface Type of interface.

Input Queue:
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Alloc
Low

Curr

Output Queue:

Fair

Curr

Number of buffers allocated to this device.
Low water mark for flow control on this device.

Current number of buffers on this device. The value
will be 0 if the device is disabled.

Fair level for the length of the output queue on this
device.

Number of packets currently waiting to be transmitted
on this device. For locally originated packets, the
eligibility discard depends on the global low water mark
described in the memory command.

The router attempts to keep at least the Low value packets available for receiving
over an interface. If a packet is received and the value of Curr is less than Low,
then the packet will be subject to flow control. If a buffer subject to flow control is
to be queued on this device and the Curr level is greater than Fair, then the buffer
is dropped instead of queued. The dropped buffer is displayed in the Output
Discards column of the error command. It will also generate ELS event GW.036 or

GW.057.

Due to the scheduling algorithms of the router, the dynamic numbers of Curr

(particularly the Input Queue Curr) may not be fully representative of typical values
during packet forwarding. The console code runs only when the input queues have
been drained. Thus, Input Queue Curr will generally be nonzero only when those
packets are waiting on slow transmit queues.

Statistics
Use the statistics command to display statistical information about the network
software, such as the configuration of the networks in the router.
To display information about one interface only, enter the interface or network
number as part of the command. To obtain the interface number, use the GWCON
configuration command.
Syntax: statistics interface#
Example: statistics
Unicast Multicast Bytes Packets Bytes

Nt Interface Pkts Rcv  Pkts Rcv  Received Trans Trans

0 Eth/0 137 1 8832 1068 65297

1 PPP/0 0 0 0 0 0

2 PPP/1 0 0 0 0 0
Nt Network interface number associated with the software.
Interface Type of interface.
Unicast Pkts Rcv Number of non-multicast, non-broadcast

specifically-addressed packets at the MAC layer.
Multicast Pkts Rcv  Number of multicast or broadcast packets received.
Bytes Received Number of bytes received at this interface at the MAC layer.
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Packets Trans Number of packets of unicast, multicast, or broadcast type
transmitted.

Bytes Trans Number of bytes transmitted at the MAC layer.

Use the test command to verify the state of an interface or to enable an interface
that was previously disabled with disable command. If the interface is enabled and
passing traffic, the test command will remove the interface from the network and
run self-diagnostic tests on the interface.

Enter the interface or network number as part of the command. To obtain the
interface number, use the GWCON configuration command. When testing starts,
the console displays the following message:

Testing net O TKR/O...

When testing completes, fails, or GWCON times out (after 30 seconds), the
following possible messages are displayed:

Testing net 0 Eth/0 ...successful
Testing net O Eth/0 ...failed
Testing net 0 Eth/0 ...still testing

Network is already undergoing test, attempting restart

Some interfaces may take more than 30 seconds before testing is done.
Syntax: test interface#
Example: test 0

Note: For this command to work, you must enter the complete spelling of the
command followed by the interface number.
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Chapter 7. The MONITR Process

This chapter explains how to use the MONITR process and how to control the way
MONITR collects and displays messages. (Refer to Chapter 8, “Using and
Configuring the Event Logging System (ELS)” for information about ELS and
message formats. Refer also to the IBM Nways Event Logging System Messages
Guide for a description of each message.) This chapter includes the following
sections:

e “What is MONITR?”

e “Commands Affecting MONITR” on page 7-2
e “Entering and Exiting MONITR” on page 7-2
e “Receiving MONITR Messages” on page 7-2

What is MONITR?

The MONITR process provides a view of activity inside the router and the networks.
MONITR also displays logging messages from software that still uses the old
logging system. MONITR fits into the router software structure as shown in

Figure 7-1.
Router Software Processes
S
OPCON
*
talk 6 talk 5 talk 2
config GWCON MOSDBG MONITR
CONFIG > +

ELS Messages

Figure 7-1. MONITR in the Router Software Structure
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Commands Affecting MONITR

The following commands affect the MONITR process:
e OPCON commands:

divert temporarily diverts output to a different device.
flush causes MONITR to discard the messages it collects.
halt reverses the action of the divert command.

talk causes MONITR to display its output.

e CONFIG set logging disposition command sets the initial device to which
MONITR sends its output.

Entering and Exiting MONITR
To enter the MONITR process from OPCON:

1. At the OPCON prompt, enter the status command to find the PID (process ID)
of MONITR.

* status

2. Enter the talk command and the PID number to enter the MONITR
environment.

* talk 2

MONITR does not display any prompt and you cannot enter any commands;
however, the console begins to display the messages MONITR has accumulated.

To exit MONITR and return to OPCON, enter the OPCON intercept character (the

default is Q).

Receiving MONITR Messages

To receive MONITR messages at your console, contact MONITR as described in
the previous section. Then MONITR displays all the messages it has recorded
since it was last invoked. While you are connected to MONITR, it displays all
messages as they arrive.

You can use the OPCON divert and halt commands to view MONITR messages

while you are doing something else with the router. Permitted devices divert output
to TTYO (the local console), TTY1, or TTY2 (the remote consoles).
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Chapter 8. Using and Configuring the Event Logging System

(ELS)
This chapter describes the Event Logging System (ELS) and its configuration. The
ELS continually logs all events, filtering them according to parameters that you
select. A combination of the GWCON counters and the ELS provides information
for monitoring the health and activity of the system. The information is divided into
the following sections:
e “What is ELS?”"
e “Entering and Exiting the ELS Configuration Environment” on page 8-2
e “Event Logging Concepts” on page 8-3
e “ELS Configuration Commands” on page 8-7
What is ELS?

ELS is a monitoring system and an integral part of the router operating system.
ELS manages the messages logged as a result of router activity. Using ELS
commands, you can set up a configuration that sorts out only those messages that
are important to you. You can display the messages on the console terminal
screen or send the messages to a network management station using Simple
Network Management Protocol (SNMP) traps.

The ELS system and the GWCON counters are the best troubleshooting tools you
have to isolate problems in the router. A quick scan of the event messages will tell
you whether or not the router has a problem and basically where to start looking for
it.

In the ELS configuration environment, the commands are used to establish a
default configuration. This default configuration does not take effect until you
reinitialize the router.

Occasionally, it is necessary to temporarily view messages other than what was set
up in the ELS configuration environment without having to reinitialize the router.
The ELS console environment is used to:

e Temporarily change the default ELS display settings
— Changes made in the ELS console environment take effect immediately

— Changes made using console commands are not stored in non-volatile
configuration storage.

* View statistical information regarding ELS uses of dynamic RAM
Note: Specific ELS messages are described in the IBM Nways Event Logging
System Messages Guide.

ELS is a subprocess that you access from the OPCON process. ELS fits into the
router software structure as shown in Figure 8-1 on page 8-2.
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Router Software Processes

)
OPCON
CONFIG GWCON MONITR
ELS Configuration ELS Console
Environment Environment ELS Messages

Figure 8-1. ELS in the Router Software Structure

Entering and Exiting the ELS Configuration Environment

8-2

The ELS configuration environment (available from the CONFIG process) is
characterized by the ELS Config> prompt. Commands entered at this prompt
create the ELS default state that takes effect after restarting the router. These
commands are described in greater detail later in this chapter.

Configuration commands that have subsystem, group, or event as a parameter are
executed in the following order:

e Subsystem
e Group
e Event

To set a basic ELS configuration, enter the display subsystem all standard
command at the ELS Config> prompt. This command configures the ELS to display
messages from all subsystems with the STANDARD logging level (that is, all errors
and unusual informational comments).

Note: The router does not have a default ELS configuration. You must enter the
ELS configuration environment and set the default state.

This section describes how to enter and exit the ELS configuration and console
environments.
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ELS Configuration Environment
To enter the ELS configuration environment from OPCON:

1. At the OPCON prompt, enter the status command to find the PID (process ID)
of CONFIG.

* status

2. Enter the talk command and the PID for CONFIG.
* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not
appear when you first enter CONFIG, press Return.

3. At the CONFIG prompt, enter the following command to access ELS:
Config> eve
The console displays the ELS configuration prompt (ELS config>). Now, you
can enter ELS configuration commands.

To leave the ELS configuration environment, enter the exit command. This
command is described in this chapter.

Event Logging Concepts

This section describes how events are logged and how to interpret messages. Also
described are the concepts of subsystem, event number, and logging level. A large
part of ELS function is based on commands that take the subsystem, event
number, and logging level as parameters.

Causes of Events

Events occur continuously while the router is operating. They can be caused by
any of the following reasons:

e System activity

e Status changes

e Service requests

e Data transmission and reception
e Data and internal errors

When an event occurs, ELS receives data from the system that identifies the
source and nature of the event. Then ELS generates a message that uses the
data received as part of the message.

Interpreting a Message

This section describes how to interpret a message generated by ELS. Figure 8-2
shows the message contents.

GwW.019: SIf tst nt 1 int ETH/O
Subsystem T Message Text
Event
Number

Figure 8-2. Message Generated by an Event
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8-4

The information illustrated in Figure 8-2 as well as the ELS logging level
information displayed with the list subsystem command is as follows:

Subsystem

Subsystem is a predefined short name for a router component, such as a protocol
or interface. In Figure 8-2 on page 8-3, GW identifies the subsystem through
which this event occurred.

Other examples of subsystems include IP, TKR, and X25. On a particular router,
the actual subsystems present depend on the hardware and software configured for
that router. You can use the list subsystem command described in this chapter to
see a list of the subsystems on your router.

Enter the subsystem as a parameter to an ELS command when you want the
command to affect the entire subsystem. For example, the ELS command display
subsystem GW causes all events that occur through the GW subsystem to be
displayed.

Event Number

Event Number is a predefined, unique, arbitrary number assigned to each message
within a subsystem. In Figure 8-2 on page 8-3, 19 is the event number within the
GW subsystem. You can see a list of all the events within a subsystem by using
the list subsystem command, where subsystem is the short name for the
subsystem.

The event number always appears with a subsystem, separated by a period. For
example: GW.019. The subsystem and event number together identify an
individual event. They are entered as a parameter to certain ELS commands.
When you want a command to affect only the specified event, enter the subsystem
and event number as a parameter for the ELS command.

Logging Level

Logging level is a predefined setting that classifies each message by the type of
event that generated it. This setting is displayed whenever you use the list
subsystem ELS console command. Table 8-1 on page 8-5 lists the logging levels
and types.
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Table 8-1. Logging Levels

Logging Level Type

Ul ERROR Unusual internal errors

Cl ERROR Common internal errors

UE ERROR Unusual external errors

CE ERROR Common external errors

ERROR Includes all error levels above

UINFO Unusual informational comment

CINFO Common informational comment

INFO Includes all comment levels above

STANDARD Includes all error levels and all informational comment levels
(default)

PTRACE Per packet trace

UTRACE Unusual operation Trace message

CTRACE Common operation Trace message

TRACE Includes all trace levels above

ALL Includes all logging levels

In Table 8-1, ERROR, INFO, TRACE, STANDARD, and ALL are aggregates of
other logging level types. STANDARD is the recommended default.

The logging level setting affects the operation of the following commands:

e Display subsystem

* Nodisplay subsystem
e Trap subsystem

¢ Notrap subsystem

The logging level is set for a particular command when you specify it as a
parameter to one of the above commands. For example:

display subsystem TKR ERROR

Including the logging level on the command line modifies the display command so
that whenever an event with a logging level of either UI-ERROR or CI-ERROR
occurs through subsystem TKR, the console displays the resulting message.

You cannot specify the logging level for operations affecting groups or events.

Message Text

Message Text appears in short form. In Figure 8-2 on page 8-3, S1f tst nt 1
int ETH/0 is the message generated by this event. Variables, such as
source_address or network, are replaced with actual data when the message
displays on the console.

The variable error_code is referred to by some of the Event Logging System
message descriptions (usually preceded by rsn or reason). They indicate the type
of packet error detected. Table 8-2 on page 8-6 describes the error or packet
completion codes. Packet completion codes indicate the disposition of the packets
that arrive at the router.
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Table 8-2. Packet Completion Codes (Error Codes)

Code Meaning

Packet successfully queued for output

Random, unidentified error

Packet not queued for output due to flow control reasons
Packet not queued because network is down

Packet not queued to avoid looping or bad broadcast

g A W N+ O

Packet not queued because destination host is down (only on networks
where this can be detected)

ELS displays network information as follows:
nt 1 int Eth/0 (or) network 1, interface Eth/0,

where:

e 1 is the network number (each network on the router is numbered sequentially
from zero).

¢ 0 is the unit number (the interfaces of each hardware type are numbered
sequentially from zero).

Ethernet and 802.5 hardware addresses appear as a long hexadecimal number.

IP (Internet Protocol) addresses are printed as 4 decimal bytes separated by
periods, such as 18.123.0.16.

Groups

Groups are user-defined collections of events that are given a name, the group
name. Like the subsystem, subsystem and event number, and logging level, you
can use the group name as a parameter to ELS commands. However, there are
no predefined group names. You must create a group before you can specify its
name on the command line.

To create a group, use the add configuration command described in this chapter,
specify the name you want to call the group, and then specify the events you want
to be part of the group. The events you add to the group can be from different
subsystems and have different logging levels.

After creating a group, you can use the group name to manipulate the events in the
group as a whole. For example, to turn off display of all messages from events
that have been added to a group named grouptwo, include the group name on the
command line, as follows:

nodisplay group grouptwo

To delete a group, use the delete command.
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ELS Configuration Commands

? (Help)

Table 8-3 summarizes the ELS configuration commands. The remainder of this

section describes each one in detail. After accessing the ELS configuration
environment, you can enter ELS Configuration commands at the ELS Config>

prompt.

Table 8-3. ELS Configuration Command Summary

Command Function

? (Help) Lists the ELS configuration commands or lists the options associated
with specific commands.

Add Adds an event to an existing group or creates a hew group.

Clear Clears all ELS configuration information.

Default Resets the display or trap setting of an event, group, or subsystem.

Delete Deletes an event number from an existing group or deletes an entire
group.

Display Enables message display on the console monitor.

Exit Exits the ELS configuration process and returns you to the CONFIG
process.

List Lists information on ELS settings and messages.

Nodisplay Disables message display on the console.

Notrace Controls disablement of packet trace events.

Notrap Keeps messages from being sent out in SNMP traps.

Set Sets the pin parameter, the timestamp feature, and atm packet tracing
options.

Trace Controls enablement of packet trace events.

Trap Allows messages to be sent to a network management workstation in
SNMP traps.

View Allows viewing of traced packets.

Use the ? (help) command to list the commands that are available from the current
prompt level. You can also enter a ? after a specific command name to list its

options.
Syntax:

Example:

?
?

ADD
CLEAR
DEFAULT
DELETE
DISPLAY
LIST
NODISPLAY
NOTRACE
NOTRAP
SET
TRACE
TRAP
VIEW
EXIT
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Example: list ?

ALL
GROUPS
PIN
STATUS
SUBSYSTEM

Add

Use the add command to add an individual event to an existing group or to create
a new group. Group names must start with a letter and are case sensitive. You
cannot append an entire subsystem to a group.

Syntax: add group _name subsystem.event_number
Example: add MyGroup gw.019

Note: If the specified group does not exist, the following prompt asks
you to confirm the creation of a new group:

Group not found. Create new group? (yes or no)

Clear
Use the clear command to clear all of the ELS configuration information.

Syntax: clear

Example: clear

You are about to clear all ELS configuration information
Are you sure you want to do this (Yes or No):

Default

Resets the display or trap setting of an event, group, or subsystem back to a
disabled state.

Syntax: default display
trap

display event OR group OR subsystem
Controls the output of the display of messages to the console.

Example: default display event snmp.016

trap event OR group OR subsystem
Controls the generation of traps to the network management station.

Example: default trap subsystem ip

Delete

Use the delete command to delete an event number from an existing group or to
delete the entire group. If the specified event is the last event to be deleted in a
group, you will be notified. If all is specified instead of subsystem.event_number, a
prompt asks you to confirm the deletion of the entire group.

Syntax: delete group _name subsystem.event_number

Example: delete groupa gw.019
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Use the display command to enable message displaying on the console monitor
for specific events, groups, or subsystems.

Syntax: display event . . .

group . . .
subsystem . . .

event subsystem.event#
Displays messages of the specified event (subsystem.event#).

Example: display event gw.019

group groupname
Displays messages of a specified group (groupname).

Example: display group groupb

subsystem subsystemname
Displays messages associated with the specified subsystem. The following is
a list of subsystems that are supported on the router. To find out which
subsystems are on your router, type list subsystems .

Note: Although ELS supports all of these subsystems, not all devices support
all subsystems See ELS Messages for the most current list of supported
subsystems.

Subsystem  Description
Al Auto-device Install
All All subsystems

Note: Do not display all subsystems for extended periods of
time when the router is forwarding live protocol traffic because
this causes the router to spend an excessive amount of time
communicating with the console. Never display all subsystems
when you are communicating with the router via a remote
console. This causes the router to spend most of its time
communicating with the remote console.

AP2 AppleTalk Phase 2

ARP Address Resolution Protocol
APPN Advanced Peer-to-Peer Networking
ATM Asynchronous Transfer Mode

BAN Boundary Access Node

BGP Border Gateway Protocol

BR Bridging/Routing

BRS Bandwidth Reservation

BTP BOOTP relay agent

CLNP ISO 8473 - CLNP

COMP Data Compression

DLS Data Link Switching

DN DECnet

DNAV DNA Phase V

DVM DVMRP Multicast Routing Protocol
ESIS ISO 9542 - ESIS Protocol

ETH Ethernet handler

EZ EasyStart

FLT Filter library
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8-10

FRL
GW
ICMP
ILMI
P
IPPN
IPX
ISDN
ISIS
LEC
LECS
LES
LLC
LNM
MCF
MSPF
NBS
NOT
OSPF
PPP
RIP
R2MP
SAAL
SbLC
SL
SNMP
SRLY
SRT
STP
SYe
TCP
TFTP
TKR
UDP
VIN
V258
WRS
XN
XNS
X25
X251
X252
X253
XTP
ZIP2
ILMI
LEC

Example:

Frame Relay

Router base and network library
Internet Control Message Protocol
Interim Local Management Interface
Internet Protocol

IP Protocol Net

Internetwork Packet Exchange Protocol
Integrated-services Digital Network
ISO 10589 - ISIS Protocol

LAN Emulation Client

LAN Emulation Configuration Server
LAN Emulation Server

Logical Link Control

LAN Network Manager

MAC Filtering

OSPF Multicast extensions

NetBIOS Support Subsystem
Non-supported Protocol Forwarder
Open SPF-based Routing Protocol
Point-to-Point Protocol

IP Routing Information Protocol
AppleTalk Phase 2 Routing Table Management Protocol
Signaling ATM Adaptation Layer

IBM SDLC

Serial Line Handler

Simple Network Management Protocol
SDLC Relay

Source Routing Transparent Bridge
Spanning Tree Protocol

Switched Virtual Connection
Transport Control Protocol

Trivial File Transfer Protocol

Token Ring Handler

User Datagram Protocol

Banyan VINES

CCITT/ITU V.25 bis

WAN Restoral/Reroute

XNS/IPX/DDS common processing
Xerox Networking Systems Protocol
X.25 Protocols

X.25 Physical Layer

X.25 Frame Layer

X.25 Packet Layer

X.25 Transport Protocol

AppleTalk Phase 2 Zone Information Protocol
ATM Interim Local Management Interface
ATM LAN Emulation Client

display subsystem tkr
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List
Use the list command to get updated information regarding ELS settings and
listings of selected messages.

Syntax: list all
groups
pin
status
subsystem
subsystem . . .
subsystems all
trace-status

all
Lists information from all the list categories.
Example: list all
groups
Lists the user-defined group names and contents.
Example: list groups
Group: test
GW.019
pin
Lists the current number of ELS event messages sent in SNMP traps (per
second).
Example: list pin
Pin: 100 events/second
status
Lists the subsystems, groups, and events that have been modified by the
display , nodisplay , trap, and notrap commands.
Example: list status
subsystem

Lists names, events, and descriptions of all subsystems.
Example: list subsystem

(Example output from a list subsystem command can be found
beginning on page 9-9.)

subsystem subsystem
Lists all events in a specified subsystem.

Example: list subsystem gw
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Event Level Message

GW.001 ALWAYS  Copyright 1984 Mass Institute of Technology
GW.002 ALWAYS  Portable CGW %s Rel %s strtd

GW.003 ALWAYS  Unus pkt Ten %d nt %d int %s/%d

GW.004 ALWAYS  Sys %s q adv alloc %d excd %d

GW. 005 ALWAYS  Bffrs: %d avail %d idle fair %d low %d
GW.006 C-INFO Pkt frm nt %d int %s/%d for uninit prt, disc
GW.007 C-INFO Ip err %x nt %d int %s/%d

GW.008 U-INFO Ip ovfl nt %d int %s/%d, disc

GW.009 UI-ERROR Nt dwn ip rstrt nt %d int %s/%d

GW.010 UI-ERROR Ip g Tlen %d no ip buf nt %d int %s/%d
GW.011 U-INFO Op err %x hst %wo nt %d int %s/%d
GW.012 U-INFO Op err cnt excd hst %wo nt %d int %s/%d
GW.013 U-INFO Rtrns cnt excd hst %wo nt %d int %s/%d
GW.014 UI-ERROR Nt dwn op rstrt nt %d int %s/%d

GW.015 UI-ERROR Nt dwn to hst %wo nt %d int %s/%d
GW.016 U-INFO Op ovfl to hst %wo nt %d int %s/%d
GW.017 UE-ERROR Intfc hdw mssng nt %d int %s/%d

GW.018 U-TRACE  Strt nt s1f tst nt %d int %s/%d

GW.019 C-INFO STf tst nt %d int %s/%d

GW.020 U-TRACE Nt pss s1f tst nt %d int %s/%d

GW.021 UE-ERROR Nt up nt %d int %s/%d

GW.022 U-TRACE Nt f1d s1f tst nt %d int %s/%d

subsystems all
Lists all events in all subsystems.

Example: list subsystems all

trace-status
Displays information on the status of packet tracing, including configuration and
run-time information.

Example: list trace-status

------------------------- Configuration ==----e-mmmmmmmmeemeeee o
Trace Status:ON Wrap Mode:ON Decode Packets:ON HD Shadowing:ON

RAM Trace Buffer Size:100000 Maximum Trace Buffer File Size:10000000
Max Packet Bytes Trace:256 Default Packet Bytes Traced:100

Trace File Record Size:2048 Stop Trace Event: TCP.013

Maximum Hours to HD Shadow: 1

Nodisplay
Use the nodisplay command to select and turn off messages displaying on the
console monitor.

Syntax: nodisplay event. ..

group . . .
subsystem . . .

event subsystem.event#
Suppresses the displaying of a specified event (subsystem.event#).

Example: nodisplay event gw.019

group groupname
Suppresses the displaying of messages that were previously added to the
specified group (groupname).

Example: nodisplay group groupb

subsystem subsystemname
Suppresses the displaying of messages associated with the specified
subsystem.

Example: nodisplay subsystem tkr
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Disables packet trace for the specified event/subsystem/group.
Syntax: notrace event. . .

group. . .

subsystem. . .

event subsystem.event#
Suppresses the sending of packet trace data for the specified event#

Example: notrace event atm.088

group groupname
Suppresses the sending of packet trace data that was previously added to the
specified group (groupname).

Example: notrace group groupb

subsystem subsystemname
Suppresses the sending of packet trace data for the specified subsystem
(subsystemname).

Example: notrace subsystem atm

Use the notrap command to select and turn off messages so that they are no
longer sent to a network management workstation in SNMP traps.

Syntax: notrap event. . .

group . ..
subsystem . . .

event subsystem.event#
Suppresses the sending of the specified message in an SNMP trap
(subsystem.event#).

Example: notrap event gw.019

group groupname
Suppresses the sending of messages in SNMP traps that were previously
added to the specified group (groupname).

Example: notrap group groupb

subsystem subsystemname
Suppresses the sending of messages in SNMP traps that are associated with
the specified subsystem.

Example: notrap subsystem tkr error

Use the set command to set the maximum number of traps per second, to set the
timestamp feature, or to set tracing options for ATM devices.

Syntax: set pin. ..
timestamp . . .
trace . . .
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pin max_traps
Use the set pin command to set the pin parameter to the maximum number of
traps that can be sent on a per-second basis. Internally, the pin resets every
tenth of a second. (One tenth of the number (max_traps) is sent every tenth of
a second.)

Example: set pin 100

timestamp timeofday OR uptime OR off
Allows you to turn on message timestamping so that either the time of day or
uptime (number of hours, minutes, and seconds, but no date, since the router
was last initialized) appears next to each message. Set timestamp can also be
turned off.

Use the set timestamp command to enable one of the following timestamp

options.
Example: set timestamp timeofday
timeofday
Adds an HH:MM:SS prefix to each ELS message indicating
the time of the occurrence during a 24-hour day.
uptime
Adds an HH:MM:SS prefix to each ELS message indicating
the time of the occurrence during a 100-hour cycle. After
100 hours of uptime, the uptime counter returns to zero to
begin another 100-hour cycle.
off
Turns off the ELS timestamp prefix.
trace

Use the set trace command to configure tracing options for ATM devices.
When tracing options are configured from the monitoring console, the changes
take effect immediately, and return to their previously configured settings when
the device is rebooted.

Syntax: set trace decode
default-bytes-per-port
disk-shadowing
max-bytes-per-port
memory-trace-buffer-size
off
on
reset
stop-event
wrap-mode

decode off/fon
Tur